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Presentation Topics

Test how network will be used

Reduce cost to test and retest

Future proof test sensors/hardware

Test anytime, anywhere, by anyone

Using test tools that match device behavior
Scale testing to network size
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Plan for how network will be used.
Design for those scenarios and test with
as many scenarios and devices as

possible.




™ WiFi Engineer

™ WiFi Tools




Network Information Available Per
Operating System*™

Operating
System

Mac OS

Through- Packet
put Loss

Delay SSID

BSSID Channel Signal

PHY
Mode

Yes
(Derived)

Channel
Width

Yes

Streams

Yes

iOS
Jailbreak

Yes
(Derived)

Yes

Yes

Windows

Yes

Sometimes

Sometimes

Android

No

Sometimes

Sometimes

iOS AirPort
Utility App

No

No

No

io0S
(Developer)

Derived = if max rate is 1300 Mbps, must be 11ac

*native operating system drivers

Sometimes = depends on device model, chipset, OS version




Predicting How Network Will Be Used Is
Difficult
+
Bar Is Set At Home WIiFi Experience




Moore’s Law 1965 — Processing Metcalfe’s Law 1993 - Value of
power doubles every 18 months. any network increases

(now doubling every three years) exponentially with the number
of users.




“The value of any product or service increases
with its mobility.” - McGuire’s Law 2005




Allie Van Dine “alie_vandine
dammit amtrak why you blockin' my netflix #rude
Expand

Hillary @ cookie_wolf 42m
@Amtrak blocked Netflix. | still have 2-3 more hours left on this
train. | can't watch Doctor Who now. Why.

Expand

Matrika @ MatrikaBT 16 May
oh my god....NETFLIX is blocked by @Amtrak wireless.
Whhhhhhhhhhhyyyyyyy?!?

Folliowed by Barack Obama and 1 other
Expand

Amtrak @ Amtrak 15 May
@lesliego Amtrak currently has limited bandwidth. Therefore, we

must block streaming media sites like Netflix and Hulu at this time.
® View conversation

Leslie Goldman < lesliego
Why is Netflix blocked on Amtrak's wireless? #amtrak

Folliowed by Nat Ilves and 4 others

Expand




MY SPEEDTEST RESULT

83.11.. @ 86.47...

@ PING: 15 ms Y RATING: A x*x**

' VERIZON FIOS ASHBURN, VA

9/21/2014 at 4:56 PM GMT ID: 3776831206

( TAKE A SPEED TEST J

Compare your own result

Actual test from on my home wireless network. MacBook Air 2013, 3 stream 11ac access point, 8 feet
http://www.speedtest.net/my-result/3776831205




MY SPEEDTEST RESULT

DOWNLOAD UPLOAD

25-84 Mb/s 63-07 Mb/s

@ PING: 28 ms Y RATING: *****

@ ; = *** ‘ ok =
' VERIZON MANASSAS, VA

9/22/2014 at 12:39 AM GMT 1D: 3777647726

L TAKE A SPEED TEST )

Compare your own result

http://www.speedtest.net/my-result/3777547726, MacBook Air 2013
Connected to 5 GHz, 40 MHz




MY SPEEDTEST RESULT

UPLOAD

0.90...

@ PING: 60 ms % RATING: *

® SAHRKIE ** ‘ SEHRVE
' AT&T WI-Fl SERVICES KANSAS CITY, MO

9/22/2014 at 2:23 PM GMT ID: 3778796815

L TAKE A SPEED TEST J

Compare your own result

http://www.speedtest.net/my-result/3778796815




Design, Troubleshooting, and Testing
Techniques, and Tools Need to Keep Up
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“1-AP/Hut”

802.11 a/b/g

Coverage based designs
No major noise issues
Browsing

Email

File Transfer




Wireless-N Broadband Router WRT300

Applications

3 Administration Status
& Gaming

Wireless Setup | Wireless

-
Setting

Basic Wireless Settings Wireless MAC Filter Advanced Wireless Settin

P
Network Mode: |Mixed _/

Network Name (SSID): |Default
Radio Band: |Auto ‘/vl,
Wide Channel: |Auto vl

Standard Channel: |Auto 'I o v

SSID Broadcast: " Enabled ¢ Disabled

Save Settings Cancel Changes




- A a

Email 11ac
Browsing Capacity
Texting Small cells
Tweeting Directional
Facebook antennas

YouTube Noise
VolP /Video issues




1) RF Survey

Filter scan data where SSID is and £ Channelis and { ChannelBandis Any C and | Signalis Stronger ¢ Than -70 Reset Filter | 21 of 42 shown

Refresh Interval: 5 Sec. Pause Scan Stop Scan

Scans SSID BSSID / MA... Tag Vendor OUI  ~ Channel Channel Band Channel Width PHY Mode  Signal  Noise S/N Security Last Seen Ad-Hoc WPS  Streams Max Rate
Join Secure-CP . Aruba Networks 157,41 5GHz 40 MHz a/n -68 -95 27 WPA2 now No No 300 Mbps

Join | Secure-CP :C7: . Aruba Networks 11 2.4 GHz 20 MHz b/g/n -51 -85 44 WPA2 No 144 Mbps
Join | clemento :BC:0C:07: Cisco Systems.. 2.4 GHz 20 MHz b/g/n - - 54 WPA2 No 144 Mbps
Join | AAENG-AC_... 68:BC:0C:08B... Cisco Systems... 5 GHz 20 MHz 32 WPA2 No 144 Mbps
Join | goa 00:26:CB:42:... Cisco Systems.. 5 GHz 40 MHz - - 41 WPA2 No 300 Mbps
Join | AA-HQ :BC:0C: Cisco System: 2.4 GHz 20 MHz 54 WPA2 No 144 Mbps
Join | AA-HQ :BD: Cisco Systems.. 2.4 GHz 20 MHz - 39 WPA2 No 217 Mbps
~Join | AA-Guest01 :BC:0C:07:... Cisco Systems... 2.4 GHz 20 MHz 54 WPA2 No 144 Mbps
Join AA-Guest01 10:BD:18:C7: Cisco Systems... 2.4 GHz 20 MHz -t 38 No 217 Mbps
Join | AA-HQ 00:26:CB:41:... Cisco Systems... 2.4GHz 20 MHz - - 30 No 144 Mbps
Join | clemento 10:BD:18:C7: Cisco Systems... 2.4 GHz 20 MHz - 39 No 217 Mbps
Join | AA-Guest01 00:26:CB:41:... Cisco Systems... 2.4 GHz 20 MHz 27 No 144 Mbps

SSID: AA-HQ Security Mode: WPA2
BSSID: 68:BC:0C:07:4F:9F WiFi Protected Setup: Disabled 30

Vendor OUI: Cisco Systems, Inc. GCE: CCMP

Ad-Hoc: No PCE: CCMP

Signal: -65 dBm Channel: 36,+1 (5 GHz)
Noise: -95 dBm Channel Width: 40 MHz
SNR: 30 dB PHY Modes: a/n
Max Data Rate: 300 Mbps 20 MHz SGI: Enabled

Data Rates: 12, 15, 18, 24, 30, 36, 45, 48, 54, 60, 40 MHz SGI: Enabled

90, 120, 135, 150, 180, 240, 270, 300 Spatial Streams: 2
Mbps




2) Throughput Testing

329%b of Firefox Setup 2.0.0.7.exe Completed

Saving:
Firefox Setup 2.0.0.7.exe from mozilla.mirror.ac.za
AERRENERREEEER

Estimated time left 1 min 43 sec (1.79 MB of 5.73 MB copied)
Download to: C:\Docume. . \Firefox Setup 2.0.0.7.exe
Transfer rate: 39.9 KB/Sec

[” Close this dialog box when download completes

Upen I Upen Folder




3) Spectrum analysis




4) Tune configuration

Wireless

Wireless Setup

Basic Wireless Settings

Basic Wireless
Settings

Network Mode:

Network Name (SSID):

Radio Band:

Wide Channel:

Standard Channel:

SSID Broadcast:

Auto

Auto I
Auto I

" Enabled { Disabled

Save Settings

Wireless-N Broadband Router WRT200

Applications
& Gaming

Wireless MAC Filter

Administration Status

Advanced Wireless Settiny

Cancel Changes




5) Add mobile device testing




WiFi is primary access method to data network
and Internet

Mixed WiFi capabilities
— 11b, 2.4/5 GHz 11n, 11ac

— Radio power, frequency support, roaming, battery,
throughput

Multiple operating systems (iOS, Android,
Windows, Mac OS)

Different versions of operating systems
Bandwidth intensive applications







iPad:
iPad Air (Model A1474)
iPad Air (Model A1475)
iPad Air (Model A1476)
[@ iPad mini (Model A1489)
[&) iPad mini (Model A1490)
[@ iPad mini (Model A1491)
[@ iPad (4th generation Model A1458)
[@ iPad (4th generation Model A1459)
@ iPad (4th generation Model A1460) 46% of devices are using
[@ iPad mini (Model A1432) .
[@ iPad mini (Model A1454) 105 8.
[@ iPad mini (Model A1455)
[@) iPad Wi-Fi 3rd generation
[@) iPad Wi-Fi + Cellular (model for ATT)
[@ iPad Wi-Fi + Cellular (model for Verizon)
(&) iPad 2 Wi-Fi
[@) iPad 2 Wi-Fi (Rev A)

[@ iPad 2 Wi-Fi + 3G (GSM)
[@ iPad 2 Wi-Fi + 3G (CDMA)

iPhone:
a] iPhone 5s (Model A1453, A1533)
[@ iPhone 5s (Model A1457, A1518, A1528, A1530)
(&) iPhone 5¢c (Model A1456, A1532)
iPhone 5c (Model A1507, A1516, A1526, A1529)
iPhone 5 (Model A1428)
iPhone 5 (Model A1429)

iPhone 4s 30+ models of iPhone/

iPhone 4 (GSM) . .
\Phone 4 (GSM Rev A) iPads that support iOS

iPhone 4 (CDMA) 7 or later

iPod touch:
[@) iPod touch (5th generation)




Google Play Services

Initial Account Setup
Google Maps APlIs
Play Games API
Location APIs
Malware Scanner
In-App Billing
Account authentication
Account syncing
Google+ Sign-in
Google+ sharing APIs
Google+ photo syncing
Photosphere support
Remote location
Remote Wipe

Google Settings app

Cloud to Device Mess

OEM pay $75,000 for 100,000
devices, or 75¢ per device

(Guardian article)

Play Store

Search/Now
Calendar
Keyboard
Chrome

Maps

Gmail
Hangouts
Google+

Drive

Play Books
Play Music
Play Movies
Play Magazines
Play Games
Voice

Keep

YouTube
Wallet

Gapps Device Policy

Android

Phone app

Settings

Lock Screen

SystemUl

(Button bar, Notification panel)
Application Framework & APIs
Linux Kernel & Drivers
Hardware support

Only “open source”,
free part of Android



7000+ Android Phone and Tablet Models

- August 2014
All devices (7012)

Q. Find device

Froyo 0.7% KitKat
2.3.3- Gingerbread 10 13.6%
— Jelly Bean
4.03- Ice Cream 15 10.6% — Froyo
4.0.4 Sandwich
4.1.x Jelly Bean 16 26.5% ~—— Gingerbread
4.2.X 17 19.8%
4.3 18 7.9% lce Cream Sandwich
4.4 KitKat 19 20.9%

High OS Fragmentation
Data collected during a 7-day period ending on August 12, 2014.

Any versions with less than 0.1% distribution are not shown.




 Thousands of generic media player models
 Thousands of low cost tablet models

 Amazon devices (Kindle Fire, Fire TV, Fire




Cloud + Apps + Proximity + Users




Test 24/7 via Internet

Reduce need for internal servers

Spread cost of solution across multiple users/organizations
Reduced hardware, software, and time required to maintain servers

Testing Servers




* Best to test with devices that will be deployed or expected on network
* Avoid using/building a device you will not see on network




# Available on the

' App Store

)

GET IT ON

P> Google play

% speed test - Android App:

& C & nttpsv/play.google.com/store/searc!

Search

My apps

50+ free apps
on Google Play
store for speed
testing




“Speed testing” apps great
start for home use or
quick view of speed in
select areas

Store test on device data
for analysis over time

Email/export results

Social media sharing of
results

FCC Speed Test

u Showing all results

Average Results

Test Last Run: 12/04/2013 11:13

> Run now r./ \
Results for 1 week

\/ Download 3.79 Mbps

Mbps
/ 1 IZY-‘!UZ IZ;UB







* Enough test locations to match potential user
locations and sighal variations in survey area

Building1. .Room1.Left

5 Meters




 Depends on size of area
e Record data in format that allows summarization

* Collect as many data types as possible (RSSI, noise,
throughput, etc.)

Location ID Tester1 Tester2 Tester3 Tester4 Min Max Avg.

A.B.C.D Format
Buildingl.Floorl.Room1.Cubel
Buildingl.Floorl.Room1.Cube2
Building1.Floorl1.Room1.Cube3
Buildingl.Floor1.Room?2.Left
Buildingl.Floor1l.Room2.Right
Buildingl.Floor2.Room1.Cubel
Buildingl.Floor2.Room1.Cube2




Demo Intelligently.Scaling
Performance Testmg Data Collectlon




* Bluetooth 4.0
— 2.402 GHz to 2.480 GHz range
— Frequency hopping (1600 times per second)
— 79, 1 MHz wide channels overlap 802.11 channels 1-12

 Classic Bluetooth (keyboards, mouse, flash drives)
* Bluetooth high speed

e Bluetooth low energy (BLE)
— Bluetooth LE (BLE) specification used to create chipsets
» Chipsets are used in devices

iBeacon




* GPS provides location * iBeacons provide proximity

i google.com ]

Unknown

Washington Monument - Goegle Maps
Far

Washington Monument @

110-128 15th St NW
Washington, DC 20560 o 2 J Near

Immediate @

8

iBeacon

Washlngton Monument
& __Towering tributeito
( seorge ' Washington

s )/ 4
i .—'

(10039 9 'E -EV“

ob Mr t of Columbia (DC 200 fi——
S AR PO,




, major, minor values to creation location
structure

(Location ID)
Major — 1 (Building 101)

Minor — 3 (Server Room)
Minor — 4 (Break Room)
Minor — 5 (Lobby)

Minor — 6 (Storage) Small USB powered
iBeacon - $29 / each




AA Demo 1.6

Model: RadBeacon USB Model: RadBeacon USB

Version: 2.0 .
Version: 2.0

AA Demo 1.2 ID:

Model: RadBeacon USB Battery: 100%
Version: 2.0

AA Demo 1.4 Name: AA Demo 1.2

Model: RadBeacon USB _ UUID: 11111111-1111-1111-1111-222222222222

Version: 2.0

Major: 1 Minor: 2 Power: -66

AA Demo 1.5 Advertisements Per Second:
Model: RadBeacon USB ) ' | !
Version: 2.0

Transmit Power:
AA Demo 1.3 . .

Model: RadBeacon USB
Version: 2.0

Update PIN Reset

Stop Scanning







UuID Major Minor Power Distance Proximity

11111111-1111-1111-1111-222222222222 1 1 -62dB 0.37m Immediate

11111111-1111-1111-1111-222222222222 -66dB 1.03m Near

11111111-1111-1111-1111-222222222222 -66dB 1.69m Near

11111111-1111-1111-1111-222222222222 -66dB 2.62m Near

11111111-1111-1111-1111-222222222222 -66dB 0.71m Near

11111111-1111-1111-1111-222222222222 -66dB 1.59m Near

Stop Scanning




-91 AT&T = 10:20 AM 7 % 62% E )

® TeSt < speedtest-5mb-gps-ble-in.. Stop

— Launch App
— Put smartphone in pocket
— Walk to various locations

B A p p p € rfo rms te St Speed Test Complete
 WiFiscan Device GPS Complete
o Speed test Proximity iBeacon Complete
* Proximity / iBeacon scan
Save results
Upload to cloud server TEST COMPLETED AND STARTING NEXT

TEST IN 5 SECONDS
Repeat




v Configuration Last Updated:10:2

&, Q Beacons 1] ‘ Summary “ Speed Test

=] U HOOKSES5 , Agent Name BSSID SSID Download Speed ¥
= qj 11111111-1111-1111-1111-222222222222 biPhone 68:BC... AA-HQ 48.4 Mbps
= x{j 1 Iphone5Scdma 68:BC... AA-Guest01 45 Mbps
2 @{ls 12;;;;;;;.2121;21:299:&1}&' IphoneScdma 88:BC... AA-Guest01 44.89 Mops
B 1pho| for more options iPhone 88:8C... AA-HQ 44.72 Mbps
B iPhone (-78) IphoneScdma 68:BC... AA-Guest01 44 61 Mbps
= U 2 IphoneScdma 68:BC... AA-Guest01 44 46 Mbps
B 'phoneScdma (0) IphoneScdma 88:BC... AA-Guest01 44.4 Mbps
l iPhone (0) IphoneScdma 68:BC... AA-Guest01 44,38 Mbps
=2 @ IphoneScdma 88:BC... AA-Guest01 44.38 Mbps
B 'phoneScdma (0) IphoneScdma 88:BC... AA-Guest01 44.3 Mbps
I IPhone (-58) IphoneScdma 68:BC... AA-Guest01 4428 Mbps
= U 6 IphoneScdma 68:BC... AA-Guest01 44,28 Mbps
B 'phoneScdma (0) IphoneScdma 88:BC... AA-Guest01 44.27 Mbps
l iPhone (0) IphoneScdma 68:BC... AA-Guest01 44.23 Mbps
= @s IphoneScdma 88:BC... AA-Guest01 44.18 Mbps
l Iphone5cdma (0) IphoneScdma 68:BC... AA-Guest01 44.14 Mbps
B iPhone (0) IphoneScdma 68:BC... AA-Guest01 44,13 Mbps
2 @4 IphoneScdma 88:BC... AA-Guest01 44.13 Mbps
B 'phoneScdma (0) IphoneScdma 88:BC... AA-Guest01 44.12 Mbps
l iPhone (-74) IphoneScdma 68:BC... AA-Guest01 44,06 Mbps
IphoneScdma 68:BC... AA-Guest01 44.05 Mbps




Collect at every seat/classroom/desk?
Multiple times per location?

Before event/school/work?

During event/school/workday?

Location of tester
Internet and local speed testing
Summarize data

Coverage area (RSSI & SNR)
Channel Info (ACI & CCl)
Throughput

Latency




Mobile / Portable
Low cost

Match user devices
Match user behavior

Other sensors

— Touch ID
Barometer
Three-axis gyro
Accelerometer
Proximity sensor
Ambient light sensor

v" WiFi/11lac
v’ GPS

v’ iBeacon/
BLE

v Keyboard
v’ Battery

v’ 3G/4G
Data




* SmatHnternalgroup-oftesters
Actual users with user’s mobile
device

Incentivized models work

— Waze — Real-time traffic and road
info

— Speedtest.net — ISP speeds
— OpenSignal — Cell tower signals

o Embed Into exisl-l ng apps Extras People Settings

Events My Courses

Balances Courses

— School/fan/company apps e




. Fived timef N

e Testing should be continuous

— Passive — monitoring, minimal data impact on
network

— Active — Speed test, delay
* Note time of various events during testing

— Before game, start of game, half time, end of game,
scoring event

— Start of work day, lunch break, end of work day

— Start of school, lunch, end of school







http://youtu.be/LZVcA2I8YHU




Measure network performance at of different
devices at various locations.

/ Incentives: \

Community — better WiFi
for all

Accomplishments - top
testers, fastest device
Informational — best WiFi,
worst WiFi

Social sharing — “I just

tested speed at dining hall”

KPaid testers / employees /

~

/

Tools:

Speed test app
Multiple clients
Multiple users
Location
(iBeacon, GPS,
Location ID)

N




SCAN THIS QR CODE
AND DOWNLOAD
THE WFSH APP.

D
LOOK FOR THIS ICON. WHEN YOU SEEIT, STAN
NEXT TO IT AND HIT START ON THE APP

STS
FIND AND RUN 100 TE
AND YOU CAN WINA FREEE
TSHIRT REDEEMED AT TH
CAMPUS STORE!

Connect to SSID
Download app

Look for waypoints/markers
Submit tests results

Receive reward

4:02PM —
e

Don

TASK COMPLETED

SHARE IT ON

O®@ 6




— Min. investment in hardware

— Match user devices,
test anywhere, test anytime

— Signal/RSSI, channels, BSSID, SSID
— GPS, iBeacon, user defined

— Complete testing app or
feature of existing app used by users already

— Throughput, delay, packet loss




Dashboard Phone for Directions —
Why Not W|F| Performance Testing?
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Did You Know Farmers Are Using
Drones To Monitor Crops, Cattle?




Would you rather walk while surveying outdoors or fly?




Laptops
Access Points
Controllers
Switches

Media Players / Apple TVs

Authentication
Roaming
Guest Access
Firewall

Spectrum (Channel Plan,
Coverage, Noise)

Security




Test in a lab environment with same
equipment and clients planned for install

After deployment test again to confirm
network meets or exceeds lab results

Make configuration changes as needed / tune
network

Continuous monitoring and testing




@wlanbook




