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Presenta9on	
  Topics	
  
•  Test	
  how	
  network	
  will	
  be	
  used	
  
•  Reduce	
  cost	
  to	
  test	
  and	
  retest	
  
•  Future	
  proof	
  test	
  sensors/hardware	
  
•  Test	
  any@me,	
  anywhere,	
  by	
  anyone	
  
•  Using	
  test	
  tools	
  that	
  match	
  device	
  behavior	
  
•  Scale	
  tes@ng	
  to	
  network	
  size	
  



How	
  To	
  Engineer	
  A	
  Posi9ve	
  WiFi	
  
Experience?	
  

Plan	
  for	
  how	
  network	
  will	
  be	
  used.	
  
Design	
  for	
  those	
  scenarios	
  and	
  test	
  with	
  

as	
  many	
  scenarios	
  and	
  devices	
  as	
  
possible.	
  



How	
  I	
  Spend	
  My	
  Work	
  Day	
  

80%	
  

20%	
  

Time	
  

WiFi	
  Engineer	
  

WiFi	
  Tools	
  



Network	
  Informa9on	
  Available	
  Per	
  
Opera9ng	
  System*	
  

Opera9ng	
  	
  
System	
  

Through-­‐	
  
put	
  

Packet	
  	
  
Loss	
  

Delay	
   SSID	
   BSSID	
   Channel	
   Signal	
   Security	
   PHY	
  	
  
Mode	
  

Channel	
  
	
  Width	
  

Streams	
   Noise	
  

Mac	
  OS	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
  	
  
(Derived)	
  

Yes	
   Yes	
   Yes	
  

iOS	
  	
  
Jailbreak	
  

Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
  	
  
(Derived)	
  

Yes	
   Yes	
   Yes	
  

Windows	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Some@mes	
   Some@mes	
   No	
  

Android	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   No	
   Some@mes	
   Some@mes	
   No	
  

iOS	
  AirPort	
  	
  
U9lity	
  App	
  
	
  

Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   No	
   No	
   No	
   No	
   No	
  

iOS	
  	
  
(Developer)	
  	
  

Yes	
   Yes	
   Yes	
   Yes	
   Yes	
   No	
   No	
   No	
   No	
   No	
   No	
   No	
  

Derived	
  =	
  if	
  max	
  rate	
  is	
  1300	
  Mbps,	
  must	
  be	
  11ac	
  
Some@mes	
  =	
  depends	
  on	
  device	
  model,	
  chipset,	
  OS	
  version	
  
*na@ve	
  opera@ng	
  system	
  drivers	
  



WiFi	
  Engineer’s	
  Job	
  Is	
  Not	
  
GeTng	
  Easier	
  

Predic@ng	
  How	
  Network	
  Will	
  Be	
  Used	
  Is	
  
Difficult	
  

+	
  
Bar	
  Is	
  Set	
  At	
  Home	
  WiFi	
  Experience	
  



Mobile/Portable	
  and	
  Connected	
  
Moore’s	
  Law	
  1965	
  –	
  Processing	
  
power	
  doubles	
  every	
  18	
  months.	
  
(now	
  doubling	
  every	
  three	
  years)	
  

Metcalfe’s	
  Law	
  1993	
  -­‐	
  Value	
  of	
  
any	
  network	
  increases	
  
exponen@ally	
  with	
  the	
  number	
  
of	
  users.	
  	
  



McGuire’s	
  Law	
  
“The	
  value	
  of	
  any	
  product	
  or	
  service	
  increases	
  
with	
  its	
  mobility.”	
  -­‐	
  McGuire’s	
  Law	
  2005	
  

+	
  +	
  

What	
  could	
  possibly	
  to	
  wrong?	
  



People	
  Expect	
  Free,	
  Fast,	
  Unrestricted	
  
WiFi	
  Everywhere	
  



Bar	
  Is	
  Set	
  At	
  Home	
  WiFi	
  Experience	
  

Actual	
  test	
  from	
  on	
  my	
  home	
  wireless	
  network.	
  MacBook	
  Air	
  2013,	
  3	
  stream	
  11ac	
  access	
  point,	
  8	
  feet	
  
hhp://www.speedtest.net/my-­‐result/3776831205	
  



Airport	
  (DCA)	
  <	
  Home	
  WiFi	
  Internet	
  

hhp://www.speedtest.net/my-­‐result/3777547726,	
  MacBook	
  Air	
  2013	
  
Connected	
  to	
  5	
  GHz,	
  40	
  MHz	
  



Hotel	
  WiFi	
  <	
  Home	
  WiFi	
  Internet	
  

hhp://www.speedtest.net/my-­‐result/3778796815	
  



WiFi	
  Networks	
  Have	
  Changed	
  

Design,	
  Troubleshoo@ng,	
  and	
  Tes@ng	
  
Techniques,	
  and	
  Tools	
  Need	
  to	
  Keep	
  Up	
  



WiFi	
  Networks	
  10	
  Years	
  Ago	
  Were	
  
Mainly	
  Portable	
  Devices	
  (Laptops)	
  

Windows	
  Laptop	
  

Access	
  
Point	
  

Switch	
  

Web	
  /	
  Email	
  Server	
  

•  “1–AP/Hut”	
  
•  802.11	
  a/b/g	
  
•  Coverage	
  based	
  designs	
  
•  No	
  major	
  noise	
  issues	
  
•  Browsing	
  
•  Email	
  
•  File	
  Transfer	
  

Windows	
  Laptop	
  

Windows	
  Laptop	
   Windows	
  Laptop	
  



WiFi	
  Scan/Survey	
  +	
  Speed	
  Test	
  +	
  Adjust	
  
Placement	
  +	
  Configura9on	
  Tweaks	
  	
  (Repeat)	
  	
  



WiFi	
  Networks	
  Today	
  Are	
  Mainly	
  Mobile	
  
Devices	
  (Tablets	
  &	
  Smartphones)	
  

Windows	
  Laptop	
  

iPhone	
  
Access	
  
Point	
  

Switch	
  

Android	
  

Mac	
  OS	
  Laptop	
  

Tablet	
  

•  Email	
  
•  Browsing	
  
•  Tex@ng	
  
•  Twee@ng	
  
•  Facebook	
  
•  YouTube	
  
•  VoIP	
  	
  /	
  Video	
  

•  11ac	
  
•  Capacity	
  
•  Small	
  cells	
  
•  Direc@onal	
  
antennas	
  

•  Noise	
  
issues	
  

Analy@cs	
  

Management	
  System	
  
App	
  Stores	
  



Old/Current	
  Way	
  S9ll	
  Works	
  +	
  Add	
  Mobile	
  
Tes9ng	
  Too	
  

1)	
  RF	
  Survey	
  



Old/Current	
  Way	
  S9ll	
  Works	
  +	
  Add	
  
Mobile	
  Tes9ng	
  Too	
  

2)	
  Throughput	
  Tes@ng	
  



Old/Current	
  Way	
  S9ll	
  Works	
  +	
  Add	
  
Mobile	
  Tes9ng	
  Too	
  

3)	
  Spectrum	
  analysis	
  



Old/Current	
  Way	
  S9ll	
  Works	
  +	
  Add	
  
Mobile	
  Tes9ng	
  Too	
  

4)	
  Tune	
  configura@on	
  



Old/Current	
  Way	
  S9ll	
  Works	
  +	
  Add	
  
Mobile	
  Tes9ng	
  Too	
  

5)	
  Add	
  mobile	
  device	
  tes@ng	
  



Challenges	
  With	
  Today’s	
  Mobile	
  Devices	
  	
  

•  WiFi	
  is	
  primary	
  access	
  method	
  to	
  data	
  network	
  
and	
  Internet	
  

•  Mixed	
  WiFi	
  capabili@es	
  
–  11b,	
  2.4/5	
  GHz	
  11n,	
  11ac	
  
–  Radio	
  power,	
  frequency	
  support,	
  roaming,	
  bahery,	
  
throughput	
  

•  Mul@ple	
  opera@ng	
  systems	
  (iOS,	
  Android,	
  
Windows,	
  Mac	
  OS)	
  

•  Different	
  versions	
  of	
  opera@ng	
  systems	
  
•  Bandwidth	
  intensive	
  applica@ons	
  



How	
  Many	
  Different	
  Devices	
  Should	
  Be	
  Tested?	
  



iPhone	
  /	
  iPad	
  Models	
  
and	
  iOS	
  Versions	
  

30+	
  models	
  of	
  iPhone/
iPads	
  that	
  support	
  iOS	
  	
  
7	
  or	
  later	
  

Low	
  OS	
  Fragmenta9on	
  



Licensed	
  and	
  Unlicensed	
  Google	
  
Play	
  /	
  Android	
  Devices	
  

Only	
  “open	
  source”,	
  
free	
  part	
  of	
  Android	
  

OEM	
  pay	
  $75,000	
  for	
  100,000	
  
devices,	
  or	
  75¢	
  per	
  device	
  
(Guardian	
  ar9cle)	
  



Google	
  OEM	
  Licensed	
  Devices	
  and	
  Models	
  

7000+	
  Android	
  Phone	
  and	
  Tablet	
  Models	
  
Approved	
  for	
  Google	
  Play	
  Store	
  as	
  of	
  

August	
  2014	
  

High	
  OS	
  Fragmenta9on	
  



Non	
  Google	
  Licensed	
  Android	
  Devices	
  

•  Thousands	
  of	
  generic	
  media	
  player	
  models	
  
•  Thousands	
  of	
  low	
  cost	
  tablet	
  models	
  
•  Amazon	
  devices	
  (Kindle	
  Fire,	
  Fire	
  TV,	
  Fire	
  
Phone)	
  



Rethink	
  Tes9ng	
  

Cloud	
  +	
  Apps	
  +	
  Proximity	
  +	
  Users	
  



•  Test	
  24/7	
  via	
  Internet	
  
•  Reduce	
  need	
  for	
  internal	
  servers	
  
•  Spread	
  cost	
  of	
  solu@on	
  across	
  mul@ple	
  users/organiza@ons	
  
•  Reduced	
  hardware,	
  sosware,	
  and	
  @me	
  required	
  to	
  maintain	
  servers	
  
	
  

Laptop	
  

Mobile	
  	
  
Device	
  

Access	
  
Point	
  

Switch	
  

Tes@ng	
  System	
  

Connected:	
  Move	
  Tes9ng	
  System	
  to	
  Cloud	
  

Tes@ng	
  Servers	
  



•  Best	
  to	
  test	
  with	
  devices	
  that	
  will	
  be	
  deployed	
  or	
  expected	
  on	
  network	
  
•  Avoid	
  using/building	
  a	
  device	
  you	
  will	
  not	
  see	
  on	
  network	
  

Portable:	
  Use	
  Mobile	
  Devices	
  for	
  Tes9ng	
  

!=	
  

hhp://skpang.co.uk/blog/archives/541	
  



Simple:	
  Test	
  Any9me,	
  Anywhere,	
  By	
  
Anyone	
  

+	
   +	
  

50+	
  free	
  apps	
  
on	
  Google	
  Play	
  
store	
  for	
  speed	
  
tes@ng	
  



Standalone	
  Speed	
  Tes9ng	
  Tools	
  

•  “Speed	
  tes@ng”	
  apps	
  great	
  
start	
  for	
  home	
  use	
  or	
  
quick	
  view	
  of	
  speed	
  in	
  
select	
  areas	
  

•  Store	
  test	
  on	
  device	
  data	
  
for	
  analysis	
  over	
  @me	
  

•  Email/export	
  results	
  
•  Social	
  media	
  sharing	
  of	
  
results	
  



Manually	
  Scaling	
  Mobile	
  Tes9ng	
  
Tools	
  



Collect	
  More	
  Data	
  Points	
  

•  Enough	
  test	
  loca@ons	
  to	
  match	
  poten@al	
  user	
  
loca@ons	
  and	
  signal	
  varia@ons	
  in	
  survey	
  area	
  

Building1.Floor1.Room1.Les	
  

5	
  Meters	
  

5	
  Meters	
  

X	
  

X	
   X	
  

X	
  



More	
  Testers	
  
•  Depends	
  on	
  size	
  of	
  area	
  
•  Record	
  data	
  in	
  format	
  that	
  allows	
  summariza@on	
  
•  Collect	
  as	
  many	
  data	
  types	
  as	
  possible	
  (RSSI,	
  noise,	
  
throughput,	
  etc.)	
  	
  

Loca9on	
  ID	
   Tester	
  1	
   Tester	
  2	
   Tester	
  3	
   Tester	
  4	
   Min	
  
	
  

Max	
   Avg.	
  

A.B.C.D	
  Format	
  

Building1.Floor1.Room1.Cube1	
  

Building1.Floor1.Room1.Cube2	
  

Building1.Floor1.Room1.Cube3	
  

Building1.Floor1.Room2.Les	
  

Building1.Floor1.Room2.Right	
  

Building1.Floor2.Room1.Cube1	
  

Building1.Floor2.Room1.Cube2	
  



Demo:	
  Intelligently	
  Scaling	
  
Performance	
  Tes9ng	
  Data	
  Collec9on	
  



iBeacons	
  for	
  Proximity	
  
•  Bluetooth	
  4.0	
  
–  2.402	
  GHz	
  to	
  2.480	
  GHz	
  range	
  
–  Frequency	
  hopping	
  (1600	
  @mes	
  per	
  second)	
  
–  79,	
  1	
  MHz	
  wide	
  channels	
  overlap	
  802.11	
  channels	
  1-­‐12	
  

•  Classic	
  Bluetooth	
  (keyboards,	
  mouse,	
  flash	
  drives)	
  
•  Bluetooth	
  high	
  speed	
  
•  Bluetooth	
  low	
  energy	
  (BLE)	
  

–  Bluetooth	
  LE	
  (BLE)	
  specifica@on	
  used	
  to	
  create	
  chipsets	
  
»  Chipsets	
  are	
  used	
  in	
  devices	
  

•  iBeacons	
  –	
  devices	
  that	
  meet	
  Apple’s	
  proximity	
  
specifica@on	
  
•  UUID	
  
•  Major	
  
•  Minor	
  



Loca9on	
  vs.	
  Proximity	
  
•  GPS	
  provides	
  loca@on	
   •  iBeacons	
  provide	
  proximity	
  



Adding	
  Proximity	
  to	
  Tes9ng	
  Using	
  
iBeacons	
  

•  UUID,	
  major,	
  minor	
  values	
  to	
  crea@on	
  loca@on	
  
structure	
  

•  UUID	
  -­‐	
  11111111-­‐1111-­‐1111-­‐1111-­‐222222222222	
  
(Loca@on	
  ID)	
  

•  Major	
  –	
  1	
  (Building	
  101)	
  
•  Minor	
  –	
  2	
  (Conf.	
  Room)	
  
•  Minor	
  –	
  3	
  (Server	
  Room)	
  
•  Minor	
  –	
  4	
  (Break	
  Room)	
  
•  Minor	
  –	
  5	
  (Lobby)	
  
•  Minor	
  –	
  6	
  (Storage)	
   Small	
  USB	
  powered	
  

iBeacon	
  -­‐	
  $29	
  /	
  each	
  



Configure	
  iBeacons	
  Using	
  Manufacturer	
  U9lity	
  



Place	
  iBeacons	
  At	
  Desired	
  Loca9ons	
  



Confirm	
  iBeacon	
  SeTng	
  Using	
  Scanner	
  



Demo:	
  Proximity	
  Aware	
  WiFi	
  Tes9ng	
  
Using	
  iBeacons	
  

•  Test	
  
–  Launch	
  App	
  
–  Put	
  smartphone	
  in	
  pocket	
  
– Walk	
  to	
  various	
  loca@ons	
  
–  App	
  performs	
  test	
  

•  WiFi	
  scan	
  
•  Speed	
  test	
  
•  Proximity	
  /	
  iBeacon	
  scan	
  
•  Save	
  results	
  
•  Upload	
  to	
  cloud	
  server	
  
•  Repeat	
  



Results	
  Logged	
  Including	
  Detected	
  
iBeacons	
  



What	
  About	
  Very	
  Large	
  Networks?	
  

•  How	
  many	
  data	
  points	
  are	
  
enough?	
  
–  Collect	
  at	
  every	
  seat/classroom/desk?	
  
–  Mul@ple	
  @mes	
  per	
  loca@on?	
  
–  Before	
  event/school/work?	
  
–  During	
  event/school/workday?	
  

•  Collect	
  data	
  from	
  mul@ple	
  
testers	
  
–  Loca@on	
  of	
  tester	
  
–  Internet	
  and	
  local	
  speed	
  tes@ng	
  
–  Summarize	
  data	
  

•  What	
  to	
  collect?	
  
–  Coverage	
  area	
  (RSSI	
  &	
  SNR)	
  
–  Channel	
  Info	
  (ACI	
  &	
  CCI)	
  
–  Throughput	
  
–  Latency	
  



Ideal	
  Network	
  Tes9ng	
  Sensor	
  

•  Mobile	
  /	
  Portable	
  
•  Low	
  cost	
  
•  Match	
  user	
  devices	
  
•  Match	
  user	
  behavior	
  
•  Other	
  sensors	
  

–  Touch	
  ID	
  
–  Barometer	
  
–  Three-­‐axis	
  gyro	
  
–  Accelerometer	
  
–  Proximity	
  sensor	
  
–  Ambient	
  light	
  sensor	
  

ü WiFi/11ac	
  
ü  GPS	
  
ü  iBeacon/

BLE	
  
ü  Keyboard	
  
ü  Bahery	
  
ü  3G/4G	
  

Data	
  



Who	
  Should	
  Test?	
  

•  Small	
  internal	
  group	
  of	
  testers	
  
•  Actual	
  users	
  with	
  user’s	
  mobile	
  
device	
  

•  Incen@vized	
  models	
  work	
  
– Waze	
  –	
  Real-­‐@me	
  traffic	
  and	
  road	
  
info	
  

–  Speedtest.net	
  –	
  ISP	
  speeds	
  
– OpenSignal	
  –	
  Cell	
  tower	
  signals	
  

•  Embed	
  into	
  exis@ng	
  apps	
  
–  School/fan/company	
  apps	
  



When	
  To	
  Test?	
  

•  Fixed	
  @me	
  for	
  tes@ng/monitoring	
  
•  Tes@ng	
  should	
  be	
  con@nuous	
  
–  Passive	
  –	
  monitoring,	
  minimal	
  data	
  impact	
  on	
  
network	
  

– Ac@ve	
  –	
  Speed	
  test,	
  delay	
  
•  Note	
  @me	
  of	
  various	
  events	
  during	
  tes@ng	
  
–  Before	
  game,	
  start	
  of	
  game,	
  half	
  @me,	
  end	
  of	
  game,	
  
scoring	
  event	
  

–  Start	
  of	
  work	
  day,	
  lunch	
  break,	
  end	
  of	
  work	
  day	
  
–  Start	
  of	
  school,	
  lunch,	
  end	
  of	
  school	
  



Example:	
  Stadium	
  App	
  With	
  Integrated	
  
Tes9ng	
  Feature	
  



Video	
  

hhp://youtu.be/LZVcA2l8YHU	
  



Loca9on	
  Aware	
  Crowd	
  Sourced	
  Tes9ng	
  

Measure	
  network	
  performance	
  at	
  of	
  different	
  
devices	
  at	
  various	
  loca9ons.	
  

Incen9ves:	
  
	
  

•  Community	
  –	
  beher	
  WiFi	
  
for	
  all	
  

•  Accomplishments	
  -­‐	
  top	
  
testers,	
  fastest	
  device	
  

•  Informa@onal	
  –	
  best	
  WiFi,	
  
worst	
  WiFi	
  

•  Social	
  sharing	
  –	
  “I	
  just	
  
tested	
  speed	
  at	
  dining	
  hall”	
  

•  Paid	
  testers	
  /	
  employees	
  

Test	
  Plan:	
  
	
  

•  Recruit	
  users/
guests/fans/
employees	
  to	
  test	
  

•  Download	
  app	
  
•  Connect	
  to	
  test	
  

network	
  
•  Run	
  tests	
  
	
  

Tools:	
  
	
  

•  Speed	
  test	
  app	
  
•  Mul@ple	
  clients	
  
•  Mul@ple	
  users	
  
•  Loca@on	
  

(iBeacon,	
  GPS,	
  
Loca@on	
  ID)	
  



Example:	
  WiFi	
  Scavenger	
  Hunt	
  

•  Connect	
  to	
  SSID	
  
•  Download	
  app	
  
•  Look	
  for	
  waypoints/markers	
  
•  Submit	
  tests	
  results	
  
•  Receive	
  reward	
  	
  



Ideal	
  Tes9ng	
  System	
  

•  Cloud	
  Servers	
  –	
  Min.	
  investment	
  in	
  hardware	
  
•  Mobile	
  Devices/Laptops	
  –	
  Match	
  user	
  devices,	
  
test	
  anywhere,	
  test	
  any@me	
  

•  RF	
  Aware	
  –	
  Signal/RSSI,	
  channels,	
  BSSID,	
  SSID	
  
•  Loca@on	
  Aware	
  –	
  GPS,	
  iBeacon,	
  user	
  defined	
  
•  Crowd-­‐sourcing	
  –	
  Complete	
  tes@ng	
  app	
  or	
  
feature	
  of	
  exis@ng	
  app	
  used	
  by	
  users	
  already	
  

•  Ac@ve	
  Tes@ng	
  –	
  Throughput,	
  delay,	
  packet	
  loss	
  



Dashboard	
  Phone	
  for	
  Direc9ons	
  –	
  
Why	
  Not	
  WiFi	
  Performance	
  Tes9ng?	
  



GPS	
  +	
  WiFi	
  Scanning	
  +	
  Speed	
  Tes9ng	
  



Did	
  You	
  Know	
  Farmers	
  Are	
  Using	
  
Drones	
  To	
  Monitor	
  Crops,	
  Canle?	
  



Imagine	
  the	
  Possibili9es	
  

Would	
  you	
  rather	
  walk	
  while	
  surveying	
  outdoors	
  or	
  fly?	
  



Tes9ng	
  Involves	
  More	
  Than	
  
Wireless….	
  

•  Laptops	
  
•  Access	
  Points	
  
•  Controllers	
  
•  Switches	
  
•  Media	
  Players	
  /	
  Apple	
  TVs	
  
•  Mobile	
  Devices	
  

–  Throughput	
  
–  Delay	
  
–  Packet	
  loss	
  
–  WiFi	
  

•  Authen@ca@on	
  
•  Roaming	
  
•  Guest	
  Access	
  
•  Firewall	
  
•  Spectrum	
  (Channel	
  Plan,	
  

Coverage,	
  Noise)	
  
•  Security	
  



Take	
  Away	
  

•  Test	
  in	
  a	
  lab	
  environment	
  with	
  same	
  
equipment	
  and	
  clients	
  planned	
  for	
  install	
  

•  Aser	
  deployment	
  test	
  again	
  to	
  confirm	
  
network	
  meets	
  or	
  exceeds	
  lab	
  results	
  

•  Make	
  configura@on	
  changes	
  as	
  needed	
  /	
  tune	
  
network	
  

•  Con@nuous	
  monitoring	
  and	
  tes@ng	
  



Ques9ons?	
  

@wlanbook	
  


