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WLANs, a Part Of a Larger Ecosystem

• Ecosystem Defined:
• a complex network or interconnected system (Source: https://google.com)

• Many things contribute to end-user WLAN performance perceptions:
• Layer 1:RF Components [Channels, Interference, Noise, Signal Strength] 
• Layer 2: Airtime Utilization, Client / AP MCS Rates, Retransmissions, 802.1X 
• Layer 3: DHCP, IP Fragmentation, IP Routing 
• Layer 4: TCP Exponential Back-off, UDP (Jitter, Latency, Packet Loss)
• Layer 7: HTTP, HTTPS, SSH, Mean Opinion Score (MOS) Scoring
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What are some other complex ecosystems?

• Automobiles?
• Human Beings?

Measure

Analyze

OptimizeVerify

Assure

If you can’t measure it, you can’t 
manage it!

- Peter Drucker
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Automobiles?
• Purchase a new car (~ < 50 Miles on the Odometer)

• WLAN: Predictive, Physical, Post Site Survey / WLAN Infrastructure Installed!

• Dealer Recommended Maintenance Requirements (Proactive)
• WLAN: What is the equivalent here?
• “A Post-Deployment Site Survey should be completed every year or two in 

order to ensure that no coverage holes have developed in the wireless 
network and that the wireless network continues to meet your 
requirements.”

• http://www.rhowireless.com/sitesurvey/default.aspx (good whitepaper)
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The WLAN Check Engine Light?
• Unscheduled Maintenance Events (Reactive)

• Check Engine Light (or other warning light) / Degraded Performance
• Maybe Complete Breakdown (very unpleasant experience)
• WLAN: The WLAN Infrastructures “inside-out” view of the world

• Alarms
• First Responder WLAN Troubleshooting Tools
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WLAN Check Engine Light?
• Unscheduled Maintenance Events (Reactive)

• For those curious what it was???
• The humans troubleshooting efforts based on engine light codes

BONUS: “Seeds / Chewage Found Behind RR Interior Panel!”
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Human Beings?
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Human Beings?
WLAN: Pro-active
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Human Beings?
WLAN: Proactive or Reactive
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Human Beings?
WLAN: Proactive or Reactive
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Human Beings?
Reviewing Human Being KPIs

• Key Performance Indicator (KPI)
• Objective measurements of our 

Human
• Service Level Agreement (SLA)

• What is considered a “normal” 
range for our Human?
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Human Beings?
WLAN: Proactive – troubleshoot / remediate identified problem (> or < SLA)
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Human Beings?
WLAN: Reactive aka UH-OH!!! (in censored form)
Is this where you start from today?
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Objective End-User Feedback is Invaluable

• Watch a violinist play through his brain surgery
• http://www.theverge.com/2014/8/18/6030579/watch-a-violinist-play-through-

his-brain-surgery
• Doctors kept Roger Frisch awake during brain surgery, inserting electrodes deep 

into his brain until the trembling appeared to stop. 
• An accelerometer at the tip of the bow measured Frisch’s trembling, allowing 

doctors to fine-tune the placement of their electrodes.
• It is a Team Effort!
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The most important KPIs?

• Connection Success

• Throughput

• Packet Loss

§Data rates
§Retry rates
§Utilization
§Traffic volume

§Channels
§Signal level
§Spectrum data

§Latency
§Jitter
§Voice quality (MOS)

IT: End user metrics (active tests)

IT: WLAN L1 / L2 metrics (passive tests)As
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-> User -> Your Job Is Simple 
Is it really?
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Key Performance Indicators (KPIs)
• Objective measurements of an ecosystem 

APClient Sensor
Active & Passive

AAA Sensor Active
Test Partner

DHCP

Beacon availability

Radio attach time/ success rate

IP address retrieval time/ success rate

Quality and success rates
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Why not just “follow” (baaaa!) 
Best Practices Sheeple?

• Defined: Sheeple (a portmanteau of "sheep" and "people") is a term 
that highlights the herd behavior of people by likening them to sheep, 
a herd animal.

• Good to be aware of and why they are considered best practices but…

• Caveat from all vendors. 
• Source: Wireless LAN 

Controller (WLC) 
Configuration Best Practices
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Thank You!

Measure

Analyze

OptimizeVerify

Assure


