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PCI DSS 1.2 Wireless Security Compliance Report

from 2009-09-17 16:19:59 to 2009-09-18 16:19:59

System Name: AirDefense
Domain: System
Generated: 2009-09-18 16:21:13
Version: 7.3.3-12
Time Zone: EDT - Eastern Daylight Time

This report provides a summary of your Wireless LAN Security compliance with reference to the Payment Card Industry (PCI) Security Standards Council Compliance requirements. PCI Data Security Standards (DSS) compliance is required of all
merchants and service providers that store, process, or transmit cardholder data. PCI DSS offers a single approach to safeguarding sensitive data for all card brands. The PCI DSS requirements specified in this report are directly from the PCI DSS
standard which can be located at https://www.pcisecuritystandards.org.

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

1.1 Establish firewall configuration standards that include the following:

1.1.2 A current network diagram with all connections to cardholder data, including any wireless networks

1.2 Build a firewall configuration that restricts connections between untrusted networks and any system components in the cardholder data environment.

1.2.3 Install perimeter firewalls between any wireless networks and the cardholder data environment, and configure these firewalls to deny or control (if such traffic is necessary for business purposes) any traffic from the wireless environment into the
cardholder data environment.

Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

2.1.1 For wireless environments connected to the cardholder data environment or transmitting cardholder data, change wireless vendor defaults, including but not limited to default wireless encryption keys, passwords, and SNMP community strings.
Ensure wireless device security settings are enabled for strong encryption technology for authentication
and transmission.

Device Configuration Compliance

Total APs Observed with Default Configuration 0

Requirement 4: Encrypt transmission of cardholder data across open, public networks

4.1 Use strong cryptography and security protocols such as SSL/TLS or IPSEC to safeguard sensitive cardholder data during transmission over open, public networks. Examples of open, public networks that are in scope of the PCI DSS are:

The Internet, Wireless technologies Global System for Mobile communications (GSM), and General Packet Radio Service (GPRS)

Authorized APs with Encryption Violations(Up to 50 Listed)

Count Device SSID Channel Start Time Location Group

5 Symbol:27:e1:b0[a] MXAP 36 9/17/09 5:13 PM Atlanta, GA Office 1st Floor

Clear text wired leakage violations: 0
4.1.1 Ensure wireless networks transmitting cardholder data or connected to the cardholder data environment, use industry best practices (for example, IEEE 802.11i)
to implement strong encryption for authentication and transmission.

For new wireless implementations, it is prohibited to implement WEP after March 31, 2009.

For current wireless implementations, it is prohibited to use WEP after June 30, 2010.

Authorized APs with Authentication Violations (Up to 50 Listed)
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Count Device SSID Channel Start Time Location Group

1 Belkin:c2:ff:c3[b,g] ralphsnart 1 8/11/09 6:49 PM Auburn, GA Auburn

1 Symbol:4f:e4:1c[a,b,g] M-Wireless 1 8/5/09 5:05 PM Atlanta, GA Office 1st Floor

1 Symbol:50:1f:40[a,g] M-Wireless 48 8/5/09 5:02 PM Atlanta, GA Office 1st Floor

1 Symbol:4f:de:64[a,g] M-Wireless 161 8/5/09 5:01 PM Atlanta, GA Office 1st Floor

1 Symbol:50:1e:54[a,b,g] M-Wireless 1 8/5/09 5:01 PM Atlanta, GA Office 1st Floor

1 Symbol:4f:e4:80[a,b,g] M-Wireless 1 8/5/09 5:01 PM Atlanta, GA Office 1st Floor

1 Nortel:76:7d:40[a,b,g] Chris_Nortel_WPA 6 8/5/09 5:01 PM Atlanta, GA Office 1st Floor

APs Observed Utilizing WEP 1

Requirement 9: Restrict physical access to cardholder data.
9.1.3 Restrict physical access to wireless access points, gateways, and handheld devices.

Requirement 10: Track and monitor all access to network resources and cardholder data.

AirDefense Enterprise tracks and stores 325 minute by minute statistics for all wireless activity on a minute by minute basis. This forensic data is available through a combination of storage on the appliance and archival mechanisms.

Requirement 11: Regularly test security systems and processes.

11.1 Test for the presence of wireless access points by using a wireless analyzer at least quarterly or deploying a wireless IDS/IPS to identify all wireless devices in use.

11.1 Summary
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Total Sensors Deployed: 6

Authorized APs: 33

Authorized Stations: 53

Rogue APs: 110

Rogue Stations: 16

Accidental Associations: 0

Neighboring/Unauthorized APs: 291

Neighboring/Unauthorized Stations: 580

11.1 Details

Rogue Access Points (Up to 100 Listed)

Rogue APs: 110

Device SSID Channel Sig Strength Start Time Location Group

Symbol:bb:c6:2c[a] Symbol5100 40 -80 9/17/09 4:18 PM Atlanta, GA Office 1st Floor

Symbol:bb:fa:ac[b,g] Symbol5100 11 -81 9/17/09 3:56 PM Atlanta, GA Office 1st Floor

Symbol:ce:73:ad[a] MXAP 40 -79 9/17/09 3:44 PM Atlanta, GA Office 1st Floor

Symbol:ce:73:ac[a] RADNet 165 -81 9/17/09 3:32 PM Atlanta, GA Office 1st Floor

Symbol:bb:c8:a9[a] GuestNet 165 -81 9/17/09 3:01 PM Atlanta, GA Office 1st Floor

Symbol:4e:91:f4[b,g] Symbol5100 11 -81 9/17/09 2:51 PM Atlanta, GA Office 1st Floor

Symbol:bb:c8:aa[a] WEPNet 165 -81 9/17/09 2:31 PM Atlanta, GA Office 1st Floor

Symbol:4e:bc:2c[a] Symbol5100 40 -77 9/17/09 1:37 PM Atlanta, GA Office 1st Floor

Symbol:27:36:19[a] MXAP 36 -76 9/17/09 1:36 PM Atlanta, GA Office 1st Floor

Symbol:bf:ed:3c[a] MXBB 161 -80 9/17/09 1:27 PM Atlanta, GA Office 1st Floor

Symbol:bf:ef:bc[b,g] MXBB 6 -79 9/17/09 1:20 PM Atlanta, GA Office 1st Floor

Symbol:bf:ef:bd[b,g] MXAP 6 -79 9/17/09 1:19 PM Atlanta, GA Office 1st Floor

Motorola:0e:c7:20[a,b,g] FK_7132_BGN 6 -38 9/17/09 12:58 PM Atlanta, GA Office 1st Floor

Symbol:31:89:6d[b,g] MXAP 1 -79 9/17/09 12:53 PM Atlanta, GA Office 1st Floor

Symbol:6e:54:33[b,g] WPA-TKIP 1 -79 9/17/09 12:41 PM Atlanta, GA Office 1st Floor

Symbol:6e:56:d1[b,g] GuestNet 11 -79 9/17/09 12:37 PM Atlanta, GA Office 1st Floor

Symbol:6e:54:31[b,g] Open 1 -77 9/17/09 12:36 PM Atlanta, GA Office 1st Floor

Symbol:bb:c8:ab[a] WPA2Net 165 -81 9/17/09 12:35 PM Atlanta, GA Office 1st Floor



AirDefense PCI DSS v1.2 Complainace Report

Page 4 of 9

Device SSID Channel Sig Strength Start Time Location Group

Symbol:e5:b4:e1[b,g] WPA-TKIP 11 -52 9/14/09 12:58 PM Atlanta, GA Office 1st Floor

Motorola:0e:c8:e0[a,b,g] chris2mesh 11 -23 9/14/09 12:58 PM Atlanta, GA Office 1st Floor

Symbol:ce:06:53[b,g] WPA2Net 1 -80 9/14/09 12:59 PM Atlanta, GA Office 1st Floor

Symbol:ce:06:52[b,g] WEPNet 1 -80 9/14/09 12:59 PM Atlanta, GA Office 1st Floor

Symbol:d5:11:a0[a,b,g] Symbol5100 11 -40 9/14/09 12:59 PM Atlanta, GA Office 1st Floor

Motorola:07:1a:a8[a,b,g] Symbol5100 6 -38 9/14/09 12:59 PM Atlanta, GA Office 1st Floor

Symbol:6e:54:30[b,g] Symbol5100 11 -80 9/14/09 1:00 PM Atlanta, GA Office 1st Floor

Symbol:ce:0a:68[a,b,g] MXBB 11 -81 9/14/09 1:00 PM Atlanta, GA Office 1st Floor

Symbol:e5:b4:e3[b,g] PEAP 11 -52 9/14/09 1:00 PM Atlanta, GA Office 1st Floor

Symbol:e0:66:a0[b,g] 101 1 -75 9/14/09 1:00 PM Atlanta, GA Office 1st Floor

Symbol:e0:c4:f1[a,b,g] SensorLabWLAN 11 -36 9/14/09 1:01 PM Atlanta, GA Office 1st Floor

Symbol:e5:b4:e2[b,g] Symbol5100 11 -52 9/14/09 1:02 PM Atlanta, GA Office 1st Floor

Cisco:68:53:7c[a,b,g] SSIDBeaconB 6 -46 9/14/09 1:02 PM Atlanta, GA Office 1st Floor

Symbol:6e:56:d0[b,g] RADNet 11 -80 9/14/09 1:02 PM Atlanta, GA Office 1st Floor

Symbol:e0:c4:f0[a,b,g] chris2mesh 11 -34 9/14/09 1:02 PM Atlanta, GA Office 1st Floor

Symbol:6e:53:7a[b,g] WEPNet 11 -77 9/14/09 1:02 PM Atlanta, GA Office 1st Floor

Symbol:e3:ac:e0[a,b,g] WLAN1_SH_BG 6 -37 9/14/09 1:03 PM Atlanta, GA Office 1st Floor

Cisco-linksys:54:57:2a[b,g] FK_N_BG 11 -81 9/14/09 1:03 PM Atlanta, GA Office 1st Floor

Symbol:6e:53:79[b,g] GuestNet 11 -77 9/14/09 1:03 PM Atlanta, GA Office 1st Floor

Cisco-linksys:54:57:2b[a] FK_N_A 36 -80 9/14/09 1:03 PM Atlanta, GA Office 1st Floor

Symbol:ce:06:50[b,g] Symbol5100 6 -78 9/14/09 1:04 PM Atlanta, GA Office 1st Floor

Symbol:bb:fa:ad[b,g] Open 6 -82 9/14/09 1:04 PM Atlanta, GA Office 1st Floor

Symbol:e5:b4:e0[b,g] APT 11 -52 9/14/09 1:04 PM Atlanta, GA Office 1st Floor

Cisco:d5:96:dc[b,g] FK_1200_b 11 -51 9/14/09 1:04 PM Atlanta, GA Office 1st Floor

Symbol:cf:3e:64[a] Symbol5100 36 -33 9/14/09 1:05 PM Atlanta, GA Office 1st Floor

Symbol:6e:53:7b[b,g] WPA2Net 11 -80 9/14/09 1:05 PM Atlanta, GA Office 1st Floor

Symbol:31:94:90[a,b,g] MXBB 11 -79 9/14/09 1:06 PM Atlanta, GA Office 1st Floor

Symbol:6e:53:78[b,g] RADNet 11 -77 9/14/09 1:06 PM Atlanta, GA Office 1st Floor

Symbol:e5:e2:b0[b,g] Symbol5100 6 -80 9/14/09 1:06 PM Atlanta, GA Office 1st Floor

Symbol:ce:06:51[b,g] MXAP 1 -79 9/14/09 1:07 PM Atlanta, GA Office 1st Floor
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Device SSID Channel Sig Strength Start Time Location Group

Symbol:bb:c5:68[a] Symbol5100 165 -81 9/14/09 1:07 PM Atlanta, GA Office 1st Floor

Symbol:31:89:6c[b,g] MXBB 1 -78 9/14/09 1:07 PM Atlanta, GA Office 1st Floor

Symbol:ce:71:ad[a] MXAP 149 -81 9/14/09 1:08 PM Atlanta, GA Office 1st Floor

Symbol:ce:71:ae[a] WEPNet 157 -80 9/14/09 1:09 PM Atlanta, GA Office 1st Floor

Symbol:6e:5b:2e[a] WEPNet 149 -77 9/14/09 1:10 PM Atlanta, GA Office 1st Floor

Symbol:ce:73:0c[a] MXBB 36 -77 9/14/09 1:11 PM Atlanta, GA Office 1st Floor

Symbol:6e:5b:2f[a] Symbol5100 149 -78 9/14/09 1:11 PM Atlanta, GA Office 1st Floor

Symbol:eb:0a:d8[b,g] Symbol5100 11 -83 9/14/09 1:11 PM Atlanta, GA Office 1st Floor

Symbol:e5:a2:8c[a] Symbol5100 40 -79 9/14/09 1:12 PM Atlanta, GA Office 1st Floor

Symbol:27:36:18[a] MXBB 36 -76 9/14/09 1:12 PM Atlanta, GA Office 1st Floor

Symbol:bb:fa:af[b,g] WPA-TKIP 6 -85 9/14/09 1:15 PM Atlanta, GA Office 1st Floor

Symbol:ce:71:af[a] WPA2Net 157 -80 9/14/09 1:15 PM Atlanta, GA Office 1st Floor

Symbol:ea:c2:e0[a] Symbol5100 40 -79 9/14/09 1:16 PM Atlanta, GA Office 1st Floor

Symbol:6e:5b:2c[a] RADNet 149 -77 9/14/09 1:17 PM Atlanta, GA Office 1st Floor

Motorola:0b:6d:90[a] MZ7131_BB1 36 -76 9/14/09 1:19 PM Atlanta, GA Office 1st Floor

Symbol:bb:c8:a8[a] MXBB 149 -80 9/14/09 1:21 PM Atlanta, GA Office 1st Floor

Symbol:ce:71:ac[a] Symbol5100 165 -81 9/14/09 1:23 PM Atlanta, GA Office 1st Floor

Symbol:e0:db:c1[a] MZ7131_BB1 36 -57 9/14/09 1:30 PM Atlanta, GA Office 1st Floor

Symbol:6e:5b:2d[a] GuestNet 149 -77 9/14/09 1:31 PM Atlanta, GA Office 1st Floor

Cisco:f3:4e:67[a] FK_1200_a 40 -50 9/14/09 1:34 PM Atlanta, GA Office 1st Floor

Symbol:bb:c6:2d[a] Open 149 -82 9/14/09 1:35 PM Atlanta, GA Office 1st Floor

Motorola:07:1b:9c[a] Symbol5100 161 -39 9/14/09 1:42 PM Atlanta, GA Office 1st Floor

Motorola:0b:80:70[a] MZ7131_BB1 36 -26 9/14/09 1:44 PM Atlanta, GA Office 1st Floor

Symbol:bb:c6:2f[a] WPA-TKIP 165 -82 9/14/09 1:44 PM Atlanta, GA Office 1st Floor

Motorola:0b:80:71[a] MZ7131_3R_CB1 36 -26 9/14/09 1:56 PM Atlanta, GA Office 1st Floor

Symbol:27:37:d4[a] MXBB 153 -80 9/14/09 2:56 PM Atlanta, GA Office 1st Floor

Enterasys:44:19:80[a,b,g] EN-Enterasys-Clear 1 -34 9/14/09 3:03 PM Atlanta, GA Office 1st Floor

Cisco-linksys:63:51:33[b,g] APTest 6 -60 9/15/09 1:59 PM Atlanta, GA Office 1st Floor

Symbol:ce:73:0d[a] MXAP 36 -77 9/17/09 11:09 AM Atlanta, GA Office 1st Floor

Symbol:bf:ed:3d[a] MXAP 161 -80 9/17/09 11:13 AM Atlanta, GA Office 1st Floor
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Device SSID Channel Sig Strength Start Time Location Group

Symbol:bf:ed:3f[a] WPA-TKIP 157 -81 9/17/09 11:18 AM Atlanta, GA Office 1st Floor

Symbol:ce:0a:69[b,g] MXAP 11 -81 9/17/09 11:28 AM Atlanta, GA Office 1st Floor

Symbol:bb:fb:c1[b,g] MXAP 1 -82 9/17/09 12:04 PM Atlanta, GA Office 1st Floor

Symbol:ce:08:10[b,g] RADNet 1 -77 9/17/09 12:05 PM Atlanta, GA Office 1st Floor

Symbol:6e:56:d2[b,g] WEPNet 11 -80 9/17/09 12:23 PM Atlanta, GA Office 1st Floor

Symbol:6e:56:d3[b,g] Symbol5100 11 -79 9/17/09 12:27 PM Atlanta, GA Office 1st Floor

Symbol:bb:c5:69[a] Open 153 -79 9/17/09 12:30 PM Atlanta, GA Office 1st Floor

Symbol:74:14:21[b,g] MXAP 6 -81 9/17/09 4:49 PM Atlanta, GA Office 1st Floor

Symbol:74:14:20[b,g] MXBB 6 -80 9/17/09 5:08 PM Atlanta, GA Office 1st Floor

Symbol:ce:08:11[b,g] MXAP 1 -79 9/17/09 5:11 PM Atlanta, GA Office 1st Floor

Symbol:bb:c4:1c[a] MXBB 44 -82 9/17/09 5:15 PM Atlanta, GA Office 1st Floor

Symbol:d5:11:a1[b,g] Open 11 -40 9/17/09 5:23 PM Atlanta, GA Office 1st Floor

Symbol:d5:11:a3[a,b,g] WPA-TKIP 11 -40 9/17/09 5:25 PM Atlanta, GA Office 1st Floor

Symbol:cf:3e:65[a] Open 36 -32 9/17/09 5:31 PM Atlanta, GA Office 1st Floor

Symbol:cf:3e:67[a] WPA-TKIP 36 -32 9/17/09 5:43 PM Atlanta, GA Office 1st Floor

Symbol:bb:c4:1d[a] MXAP 44 -82 9/17/09 6:16 PM Atlanta, GA Office 1st Floor

Symbol:bb:fb:c0[b,g] MXBB 1 -82 9/17/09 6:45 PM Atlanta, GA Office 1st Floor

Symbol:e5:e2:b1[b,g] MXAP 1 -80 9/17/09 8:15 PM Atlanta, GA Office 1st Floor

Motorola:07:1a:a9[a,b,g] Open 6 -38 9/17/09 8:17 PM Atlanta, GA Office 1st Floor

Motorola:07:1a:ab[a,b,g] WPA-TKIP 6 -38 9/17/09 8:19 PM Atlanta, GA Office 1st Floor

Symbol:e5:a2:8d[a] MXAP 149 -81 9/17/09 8:22 PM Atlanta, GA Office 1st Floor

Motorola:07:1b:9d[a] Open 36 -33 9/17/09 8:45 PM Atlanta, GA Office 1st Floor

Rogue Stations (Up to 100 Listed)

Rogue Stations: 15

Device SSID AP Channel Sig Strength Start Time Location Group

Intel:07:ae:1e[a,b,g] M-Wireless Symbol:4f:de:64[a,g] 161 -50 9/8/09 11:42 AM Atlanta, GA Office 1st Floor

Hon:4c:4e:1b[a,b,g] M-Wireless Symbol:4f:e4:80[a,b,g] 8 -59 9/14/09 8:16 AM Atlanta, GA Office 1st Floor

Gemtek:d8:0f:ff[a,b,g] M-Wireless Symbol:50:1f:40[a,g] 48 -82 9/14/09 8:47 AM Atlanta, GA Office 1st Floor

Nathan Station[a,b,g] M-Wireless Symbol:50:1f:40[a,g] 48 -65 9/14/09 9:25 AM Atlanta, GA Office 1st Floor

Intel:07:88:2c[a,b,g] M-Wireless Symbol:4f:de:64[a,g] 161 -63 9/14/09 9:59 AM Atlanta, GA Office 1st Floor
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Device SSID AP Channel Sig Strength Start Time Location Group

Intel:0f:63:c0[a,b,g] M-Wireless Symbol:4f:de:64[a,g] 161 -61 9/14/09 10:35 AM Atlanta, GA Office 1st Floor

Intel:07:00:6c[a,b,g] M-Wireless Symbol:50:1f:40[a,b,g] 48 -67 9/16/09 2:04 AM Atlanta, GA Office 1st Floor

Intel:8e:fe:86[a,b,g] M-Wireless Symbol:50:1f:40[a,g] 48 -68 9/16/09 10:06 AM Atlanta, GA Office 1st Floor

Hon:c1:cc:c8[a,b,g] M-Wireless Symbol:4f:e4:80[a,b,g] 1 -60 9/18/09 3:52 PM Atlanta, GA Office 1st Floor

Intel:bb:78:3b[a,b,g] M-Wireless Symbol:50:1f:40[a,g] 48 -74 9/16/09 5:20 PM Atlanta, GA Office 1st Floor

Unknown:c0:f2:5f[a,b,g] FK_1200_b Cisco:d5:96:dc[b,g] 11 -56 9/16/09 7:13 PM Atlanta, GA Office 1st Floor

Intel:cb:84:d6[a,b,g] M-Wireless Symbol:50:1e:54[a,b,g] 1 -63 9/17/09 9:30 AM Atlanta, GA Office 1st Floor

Intel:07:c0:40[a,b,g] Symbol5100 Symbol:e5:b4:e2[a,b,g] 11 -54 9/17/09 4:37 PM Atlanta, GA Office 1st Floor

Hon:b3:98:09[a,b,g] ralphsnart Belkin:c2:ff:c3[b,g] 1 -47 9/18/09 7:43 AM Auburn, GA Auburn

Gemtek:56:c4:42[a,b] M-Wireless Symbol:50:1f:40[a,g] 48 -80 9/18/09 10:27 AM Atlanta, GA Office 1st Floor

Accidental Associations (Up to 100 Listed)

Total Accidental Associations 0

Device SSID Channel Sig Strength Start Time Location Group

11.4 Use network intrusion detection systems, host-based intrusion detection systems, and intrusion prevention systems to monitor all network traffic and alert personnel to suspected compromises. Keep all intrusion detection and prevention engines up-to-
date.

Stations on Watch List Present: 2

DOS Attacks: 0

Fake/Soft Access Points: 2

After Hours Activity: 0

Identity Theft Attacks: 0

Reconnaissance Activity: 2

Authentication Failures: 0

Intrusion Attempts (Up to 50 Listed)

Device Name Channel Sig Strength Start Time Group Location

192.168.1.101[a,b,g] Null Probe Response 2 -83 undefined time 1st Floor Atlanta, GA Office

Microsoft:2a:ee:ad[b] Hotspotter Tool Detected 11 -51 9/17/09 5:55 PM 1st Floor Atlanta, GA Office

KJBV78@motorola.com[a,b,g,n] Null Probe Response 3 -77 undefined time 1st Floor Atlanta, GA Office

Symbol:bb:fa:ac[b]
Unauthorized AP Using Authorized
SSID

1 -79 9/17/09 4:07 PM 1st Floor Atlanta, GA Office

Symbol:bb:c6:2c[a]
Unauthorized AP Using Authorized
SSID

48 -81 9/17/09 3:51 PM 1st Floor Atlanta, GA Office

Symbol:bb:c6:2d[a]
Unauthorized AP Using Authorized
SSID

48 -82 9/17/09 3:47 PM 1st Floor Atlanta, GA Office

Symbol:bb:fa:ad[b,g]
Unauthorized AP Using Authorized
SSID

1 -82 9/17/09 3:47 PM 1st Floor Atlanta, GA Office
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Device Name Channel Sig Strength Start Time Group Location

Symbol:ce:08:11[b]
Unauthorized AP Using Authorized
SSID

1 -79 9/17/09 3:34 PM 1st Floor Atlanta, GA Office

Symbol:ce:73:ac[a]
Unauthorized AP Using Authorized
SSID

165 -80 9/17/09 3:22 PM 1st Floor Atlanta, GA Office

Symbol:ce:06:51[b,g]
Unauthorized AP Using Authorized
SSID

1 -79 9/17/09 3:14 PM 1st Floor Atlanta, GA Office

Symbol:ce:08:10[b,g]
Unauthorized AP Using Authorized
SSID

1 -81 9/17/09 2:56 PM 1st Floor Atlanta, GA Office

Symbol:31:89:6d[b]
Unauthorized AP Using Authorized
SSID

1 -78 9/17/09 12:51 PM 1st Floor Atlanta, GA Office

Symbol:27:36:19[a]
Unauthorized AP Using Authorized
SSID

161 -77 9/17/09 12:50 PM 1st Floor Atlanta, GA Office

Symbol:27:36:18[a]
Unauthorized AP Using Authorized
SSID

44 -76 9/17/09 12:44 PM 1st Floor Atlanta, GA Office

Symbol:31:89:6c[b,g]
Unauthorized AP Using Authorized
SSID

6 -77 9/17/09 12:43 PM 1st Floor Atlanta, GA Office

Symbol:ea:c2:e1[a]
Unauthorized AP Using Authorized
SSID

149 -80 9/17/09 12:40 PM 1st Floor Atlanta, GA Office

Nortel:76:7d:41[a]
Unauthorized AP Using Authorized
SSID

60 -34 8/5/09 5:05 PM 1st Floor Atlanta, GA Office

Symbol:74:14:20[b,g]
Unauthorized AP Using Authorized
SSID

1 -80 9/11/09 2:31 PM 1st Floor Atlanta, GA Office

Symbol:74:14:21[b,g]
Unauthorized AP Using Authorized
SSID

1 -80 9/15/09 10:29 AM 1st Floor Atlanta, GA Office

Symbol:ce:73:0c[a]
Unauthorized AP Using Authorized
SSID

157 -78 9/17/09 11:07 AM 1st Floor Atlanta, GA Office

Symbol:ce:73:0d[a]
Unauthorized AP Using Authorized
SSID

165 -79 9/17/09 11:09 AM 1st Floor Atlanta, GA Office

Symbol:bb:fb:c1[b,g]
Unauthorized AP Using Authorized
SSID

1 -82 9/17/09 11:18 AM 1st Floor Atlanta, GA Office

Symbol:bb:fb:c0[b,g]
Unauthorized AP Using Authorized
SSID

1 -82 9/17/09 11:18 AM 1st Floor Atlanta, GA Office

Symbol:ce:0a:69[b,g]
Unauthorized AP Using Authorized
SSID

11 -81 9/17/09 11:24 AM 1st Floor Atlanta, GA Office

Symbol:eb:0a:d8[b,g]
Unauthorized AP Using Authorized
SSID

6 -82 9/17/09 11:36 AM 1st Floor Atlanta, GA Office

Symbol:ce:73:ad[a]
Unauthorized AP Using Authorized
SSID

40 -79 9/17/09 11:38 AM 1st Floor Atlanta, GA Office

Symbol:bb:c8:a8[a]
Unauthorized AP Using Authorized
SSID

165 -80 9/17/09 11:41 AM 1st Floor Atlanta, GA Office

Symbol:6e:56:d0[b,g]
Unauthorized AP Using Authorized
SSID

1 -79 9/17/09 11:43 AM 1st Floor Atlanta, GA Office

Symbol:ce:71:ac[a]
Unauthorized AP Using Authorized
SSID

149 -82 9/17/09 11:56 AM 1st Floor Atlanta, GA Office

Symbol:ce:71:ad[a]
Unauthorized AP Using Authorized
SSID

149 -81 9/17/09 11:56 AM 1st Floor Atlanta, GA Office

Symbol:ce:06:50[b,g]
Unauthorized AP Using Authorized
SSID

1 -79 9/17/09 11:59 AM 1st Floor Atlanta, GA Office

Symbol:bf:ed:3d[a]
Unauthorized AP Using Authorized
SSID

161 -81 9/17/09 12:06 PM 1st Floor Atlanta, GA Office

Symbol:bf:ed:3c[a]
Unauthorized AP Using Authorized
SSID

161 -81 9/17/09 12:06 PM 1st Floor Atlanta, GA Office

Symbol:bf:ef:bc[b,g]
Unauthorized AP Using Authorized
SSID

6 -79 9/17/09 12:07 PM 1st Floor Atlanta, GA Office
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Symbol:bf:ef:bd[b,g]
Unauthorized AP Using Authorized
SSID

6 -79 9/17/09 12:08 PM 1st Floor Atlanta, GA Office

Symbol:bb:c4:1c[a]
Unauthorized AP Using Authorized
SSID

44 -82 9/17/09 12:09 PM 1st Floor Atlanta, GA Office

Symbol:e5:a2:8c[a]
Unauthorized AP Using Authorized
SSID

48 -81 9/17/09 12:17 PM 1st Floor Atlanta, GA Office

Symbol:bb:c4:1d[a]
Unauthorized AP Using Authorized
SSID

149 -82 9/17/09 12:22 PM 1st Floor Atlanta, GA Office

Symbol:ea:c2:e0[a]
Unauthorized AP Using Authorized
SSID

40 -82 9/17/09 12:25 PM 1st Floor Atlanta, GA Office

Symbol:d5:11:a0[a,b,g]
Unauthorized AP Using Authorized
SSID

1 -37 9/17/09 4:40 PM 1st Floor Atlanta, GA Office

Symbol:cf:3e:64[a]
Unauthorized AP Using Authorized
SSID

40 -29 9/17/09 4:40 PM 1st Floor Atlanta, GA Office

Symbol:6e:54:30[b,g]
Unauthorized AP Using Authorized
SSID

11 -80 9/17/09 5:18 PM 1st Floor Atlanta, GA Office

Symbol:bb:c4:1d[a]
Unauthorized AP Using Authorized
SSID

44 -82 9/17/09 5:19 PM 1st Floor Atlanta, GA Office

Symbol:4e:91:f4[b,g]
Unauthorized AP Using Authorized
SSID

11 -80 9/17/09 5:23 PM 1st Floor Atlanta, GA Office

Symbol:ce:73:0c[a]
Unauthorized AP Using Authorized
SSID

36 -77 9/17/09 5:33 PM 1st Floor Atlanta, GA Office

Symbol:ce:73:0d[a]
Unauthorized AP Using Authorized
SSID

36 -77 9/17/09 5:33 PM 1st Floor Atlanta, GA Office

Symbol:ce:0a:68[a,b,g]
Unauthorized AP Using Authorized
SSID

11 -81 9/17/09 5:36 PM 1st Floor Atlanta, GA Office

Motorola:07:1a:a9[b]
Unauthorized AP Using Authorized
SSID

11 -33 9/17/09 5:41 PM 1st Floor Atlanta, GA Office

Motorola:07:1a:a8[a,b,g]
Unauthorized AP Using Authorized
SSID

11 -30 9/17/09 5:41 PM 1st Floor Atlanta, GA Office

Motorola:07:1b:9c[a]
Unauthorized AP Using Authorized
SSID

153 -37 9/17/09 5:41 PM 1st Floor Atlanta, GA Office


