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INTRODUCTION

With Apple introducing Wi-Fi (802.11b) on their iBook devices in 1999, mass
adoption of Wi-Fi began. Next few years saw more and more Wi-Fi capable
devices rolling out in the market and new Wi-Fi standards ratified. Fast forward
ten years, i.e. 2009, Wi-Fi had become the primary medium of network
connectivity for corporate and personal devices and was able to support much
higher data rates (up to 600 Mbps with 802.11n as compared to up to 11 Mbps
with 802.11b). As Wi-Fi took over wired connectivity as a primary medium for
LAN connectivity, the number of devices and bandwidth hunger to cater
different applications’ requirements also kept on increasing, resulting in higher
spectrum utilization for the 2.4 and 5Ghz frequency bands (expect to see
similar trend on 6Ghz as more Wi-Fi 6E and Wi-Fi 7 capable devices being rolled
out). Because Wi-Fi operates in unlicensed spectrum, it is accessible to all users,
which makes it essential to carefully design and plan deployments to keep the
spectrum as free from interference as possible.  

Typical Corporate Environment

Corporate environments are complex and typically have multiple use cases for
the WLAN networks to cater different business requirements. A typical
corporate office will expect their wireless network to cover following use-cases:

Provide secure connectivity for the corporate employees
Allows contractors to connect to the wireless network and have internet and
restricted corporate network access
Allows guest users to connect to the wireless network
Provides an option for users to bring their own devices (BYOD) and connect
them to the network
Pre-shared key secured SSID to connect things like printers and VoIP phones
Allows headless and IoT devices to connect to the network
Few other use cases that will vary from organization to organization
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This essentially means a poorly designed Wi-Fi network would have a separate
SSID that would be covering each of the use cases. Looking at the example
above, there would be 5-6 separate SSIDs configured, if the Wi-Fi network
design is not properly thought for and designed. 

Why Does It Matter

The efficient design for Service Set Identifiers (SSIDs) play a pivotal role in
delivering optimal network performance, security and user experience. Every
SSID being broadcasted by an access point generates periodic management
frames (such as beacon frames) that consume airtime. These frames are
necessary for announcing the presence of the SSID but do not carry useful data
for the user. In environments with many SSIDs, especially in high-density
deployments, these frames multiply across each AP and every channel, leading
to increased contention, congestion, and lower throughput. For instance,
broadcasting five SSIDs (as per the requirements above) instead of one can
consume up to five times more overhead airtime per access point, resulting in a
noticeable performance degradation across the wireless network. While using
one SSID to cater all use cases may not be possible, the aim should be to keep
the number of SSIDs as minimum as practical. 

How a NAC can help in SSIDs Consolidation

Network Access Control (NAC) can play an important role in SSIDs consolidation
by enabling dynamic and policy-based network access, reducing the need for
multiple SSIDs for different user groups, devices and access levels. Be
leveraging a NAC, enterprises can achieve:

Centralized Authentication and Authorization
Dynamic VLAN/User role assignment
Ongoing Posture assessment and compliance of end points
Reduced operations overhead

While most of the enterprise NACs available (Aruba ClearPass, Cisco ISE,
FortiNAC, Forescout NAC, etc) can be used to demonstrate effectiveness of NAC
to consolidate SSIDs, I am using Aruba ClearPass for this document. The
diagram below shows the topology used for testing and documentation:
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Referring back to the typical enterprise use-cases, if a dedicated SSID is used to
cater each of the use-cases, a total of 6 SSIDs will be required. As previously
mentioned, that can have a huge impact of airtime utilization and network
performance: 
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Figure 1- Lab Topology



First step to consolidate the SSIDs is to plan how are we going to cover multiple
use-cases with one SSID. Without a magic wand, we cannot cover all use-cases
with a single SSID, but we can fulfil multiple use-cases with one SSID to
ultimately reduce the number of SSIDs required to cater all use-cases. 
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Figure 2 - SSIDs Requirement for a Typical Enterprise

Figure 3 - Proposed SSIDs Consolidation



SSID Names

To make the SSIDs distinguishable, following SSID names have been used: 

SSID 1 - CWNE-Dot1X

CWNE-Dot1X SSID has been configured to connect following users to the Wi-Fi
network:

Corporate users – having corporate devices that have user certificates
issued from the organization CA and have WLAN profile/settings pushed via
GPO/Endpoint Manager
BYOD users – brining their personal devices and connect to the network.
The users connecting for the first time to the network do not have any
certificate or WLAN profile configured and needs to “onboard” their
personal devices before they can connect to the network
Contractors – third party users and contractors that will have local
credentials created in ClearPass and will use username/password instead of
machine/user certificate for authentication

The SSID has been configured to perform 802.1X authentication before allowing
network access. The three main components of 802.1X authentication are:

Supplicant (Wi-Fi clients that are being authenticated, test laptop and mobile
devices in this lab topology)
Authenticator (acting as a gatekeeper between supplicant and
authentication server, i.e. Access Point this this lab topology)

SSID SSID Name Access Requirements

SSID 1 CWNE-Dot1X Corporate Resources and Internet

SSID 2 CWNE-Guest Internet only

SSID 3 CWNE-MPSK Selected Corporate Resources and Internet
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Authentication Server (performs the actual authentication checks and
decides whether user or a device should be allowed network access. It is
ClearPass Policy Manager in this case)

A service has been configured in ClearPass to distinguish between corporate
and BYOD (both using EAP-TLS but corporate users will be the certificate issue
from the corporate PKI while the BYOD users will have certificate issued from
ClearPass Onboard Certificate authority) users based on the certificate
parameters they will use to authenticate. Contractors, on the other hand will
use username/password for authentication (EAP-PEAP) and will have different
enforcement profile assigned as per follow snippet from the ClearPass service
configuration:

Figure 4 – 802.1X Authentication Roles

Page 9



Employee connecting to CWNE-Dot1X SSID

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a corporate client connecting to CWNE-Dot1X SSID and how ClearPass
policy authenticates the user against on-prem AD and assigns the appropriate
user role based on the parameters “computed” from user’s RADIUS request. In
this example, user has been assigned user role “employee”: 
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BYOD user connecting to CWNE-Dot1X SSID

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a user connecting to CWNE-Dot1X SSID using their personal device
that has already been onboarded and how ClearPass policy authenticates the
user against on-prem AD and assigns the appropriate user role based on the
parameters “computed” from user’s RADIUS request. In this example, user has
been assigned user role “byod”: 
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Contractor connecting to CWNE-Dot1X SSID:

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a contractor connecting to CWNE-Dot1X SSID and how ClearPass
policy authenticates the user against ClearPass local user repository and
assigns the appropriate user role based on the parameters “computed” from
user’s RADIUS request. In this example, user has been assigned user role
“contractor”: 
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To summarize, we have used the same SSID to allow corporate users to connect
to the network using their corporate devices, allow corporate users to connect
their personal devices to the network and allow contractors to the network.
Important to note that while they are all connecting to the same SSID, they
have been assigned different user roles and have different level of
network/resources access based on their roles. 

SSID 2 - CWNE-Guest

CWNE-Guest SSID has been configured to serve following functions:
Connect guest users to the Wi-Fi network
Enable BYOD users to onboard their personal devices

A user connected to the guest Wi-Fi network is redirected to the captive portal
page that provides them following options:

Register a new guest account or log In using existing guest credential
Onboard a new personal device (BYOD)
Register a new device mac address and create a unique pre-shared key for
that device to connect to the MPSK SSID
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Guest user connecting to CWNE-Guest SSID

In order to avoid guest users being redirected to captive portal every time they
authenticate to the network, MAC caching has been enabled. As part of the
initial captive portal authentication, ClearPass will cache the mac address of the
client and will automatically assign them network access with guest role for the
subsequent authentication requests until their mac cache is valid. A user
connecting to the guest network for the first time will see a mac authentication
failure log on ClearPass as their MAC address will not be cached at that time:
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After initial MAC auth failure, user will be redirected to the captive portal page.
The guest user registering for a new account will enter their details (name and
email address in this case but these fields are customizable and can be
changed based on the requirements). 

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a guest user connecting to CWNE-guest SSID and how ClearPass
policy allows the user to register for a new account and log in to the guest Wi-Fi
network: 
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Following screenshots show how mac authentication for subsequent requests
allows users to connect the network without going through the captive portal
and can get network access while mac address cache is valid:
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BYOD user connecting to CWNE-Guest SSID to onboard their device:

For corporate users trying to onboard their personal devices, they’ll connect to
the guest SSID and will be redirected to the captive portal page and click the
BYOD registration link to onboard their device. After authenticating using their
AD credentials, users will download the onboard client that will take them
through the onboarding process. 

Following screenshots captures onboarding process for a user onboarding their
personal devices. The actual user authentication connecting to CWNP-802.1X
SSID post onboarding has been captured in the previous screenshots. 
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Network admin connecting to CWNE-Guest SSID to create unique PSK for a
specific device:

For corporate users trying to onboard their personal devices, they’ll connect to
the guest SSID and will be redirected to the captive portal page and click the
BYOD registration link to onboard their device. After authenticating using their
AD credentials, users will download the onboard client that will take them
through the onboarding process. 

Following screenshots captures onboarding process for a user onboarding their
personal devices. The actual user authentication connecting to CWNP-802.1X
SSID post onboarding has been captured in the previous screenshots.
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To summarize, CWNE-Guest SSID is not only allowing Guest users to connect to
the network, it is also allowing corporate users to onboard their personal
devices as well as allowing administrators/authorized corporate users to
register their devices for a unique pre-shared key and connect to the MPSK
enabled SSID.

SSID 3 - CWNE-MPSK

The third SSID has been configured to allow personal headless and IoT devices
(that does not support 802.1X or captive portal authentication) to connect to
the network using pre-shared key. The problem with traditional pre-shared key
(PSK) based SSID is that all devices share the same pre-shared key and does not
provide granular control for each client connected using the same pre-shared
key. Using Multi-Pre-Shared Key (MPSK) allows multiple unique pre-shared keys
to be used under a single SSID. This allows different devices connecting to the
same SSID to be assigned different user roles or access levels.
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Multi Pre-Shared Key (MPSK) Operation

Device 1 connecting to CWNE-MPSK SSID:

Following snippets shows a device assigned iot role while connecting to the
CWNE-MPSK SSID. The device has connected to the network using its own pre-
shared key that was generated via ClearPass portal by accessing the MPSK
device registration portal while connected to the CWNE-Guest network. 
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Device 2 connecting to CWNE-MPSK SSID:

Following screenshots show a device assigned printer role while connecting to
the CWNE-MPSK SSID. The device has connected to the network using its own
pre-shared key that was generated via ClearPass portal by accessing the MPSK
device registration portal while connected to the CWNE-Guest network.
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To summarize, CWNE-MPSK SSID is allowing different headless and IoT devices
to connect to the network using their own pre-shared key and are being
assigned different user roles based on the policies configured. This allows more
granular control on each device that is not possible using the traditional PSK
SSIDs. 

As we have seen throughout this document, effective use of NAC has helped
consolidating the number of SSIDs that are required to cover typical use-cases
of a typical enterprise environment without compromising the end user
experience. This will result in better airtime utilization and better network
performance and RF resources utilization. 
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