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INTRODUCTION

With Apple introducing Wi-Fi (802.11b) on their iBook devices in 1999, mass
adoption of Wi-Fi began. Next few years saw more and more Wi-Fi capable

devices rolling out in the market and new Wi-Fi standards ratified. Fast forward

ten years, i.e. 2009, Wi-Fi had become the primary medium of network

connectivity for corporate and personal devices and was able to support much
higher data rates (up to 600 Mbps with 802.11n as compared to up to 11 Mbps
with 802.11b). As Wi-Fi took over wired connectivity as a primary medium for

LAN connectivity, the number of devices and bandwidth hunger to cater

different applications’ requirements also kept on increasing, resulting in higher

spectrum utilization for the 2.4 and 5Ghz frequency bands (expect to see

similar trend on 6Ghz as more Wi-Fi 6E and Wi-Fi 7 capable devices being rolled

out). Because Wi-Fi operates in unlicensed spectrum, it is accessible to all users,

which makes it essential to carefully design and plan deployments to keep the

spectrum as free from interference as possible.

Typical Corporate Environment

Corporate environments are complex and typically have multiple use cases for

the WLAN networks to cater different business requirements. A typical

corporate office will expect their wireless network to cover following use-cases:

Provide secure connectivity for the corporate employees

Allows contractors to connect to the wireless network and have internet and
restricted corporate network access

Allows guest users to connect to the wireless network

Provides an option for users to bring their own devices (BYOD) and connect
them to the network

Pre-shared key secured SSID to connect things like printers and VolP phones

Allows headless and |oT devices to connect to the network
Few other use cases that will vary from organization to organization



This essentially means a poorly designed Wi-Fi network would have a separate
SSID that would be covering each of the use cases. Looking at the example
above, there would be 5-6 separate SSIDs configured, if the Wi-Fi network
design is not properly thought for and designed.

Why Does It Matter

The efficient design for Service Set Identifiers (SSIDs) play a pivotal role in
delivering optimal network performance, security and user experience. Every
SSID being broadcasted by an access point generates periodic management
frames (such as beacon frames) that consume airtime. These frames are
necessary for announcing the presence of the SSID but do not carry useful data
for the user. In environments with many SSIDs, especially in high-density
deployments, these frames multiply across each AP and every channel, leading
to increased contention, congestion, and lower throughput. For instance,
broadcasting five SSIDs (as per the requirements above) instead of one can
consume up to five times more overhead airtime per access point, resulting in a
noticeable performance degradation across the wireless network. While using
one SSID to cater all use cases may not be possible, the aim should be to keep
the number of SSIDs as minimum as practical.

How a NAC can help in SSIDs Consolidation

Network Access Control (NAC) can play an important role in SSIDs consolidation
by enabling dynamic and policy-based network access, reducing the need for
multiple SSIDs for different user groups, devices and access levels. Be
leveraging a NAC, enterprises can achieve:

e Centralized Authentication and Authorization

e Dynamic VLAN/User role assignment

e Ongoing Posture assessment and compliance of end points

e Reduced operations overhead

While most of the enterprise NACs available (Aruba ClearPass, Cisco ISE,
FortiNAC, Forescout NAC, etc) can be used to demonstrate effectiveness of NAC
to consolidate SSIDs, | am using Aruba ClearPass for this document. The

diagram below shows the topology used for testing and documentation: -
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Figure 1- Lab Topology

Referring back to the typical enterprise use-cases, if a dedicated SSID is used to
cater each of the use-cases, a total of 6 SSIDs will be required. As previously
mentioned, that can have a huge impact of airtime utilization and network
performance:




SSID

DESCRIPTION

SSID1

Ensure secure network access for corporate
employees

Enable contractors to connect to the wireless
network with internet access and limited
access to corporate resources

Support guest user connectivity to the
wireless network.

Facilitate Bring Your Own Device (BYOD) capili-
lities, allowing users to securely connect personal

Offer a pre-shared key (PSK) secured SSID
for connecting non-user devices sucha printers.

Permit headless and loT devices to access
the network securely

Figure 2 - SSIDs Requirement for a Typical Enterprise

First step to consolidate the SSIDs is to plan how are we going to cover multiple

use-cases with one SSID. Without a magic wand, we cannot cover all use-cases

with a single SSID, but we can fulfil multiple use-cases with one SSID to
ultimately reduce the number of SSIDs required to cater all use-cases.

SSID

DESCRIPTION

To connect corporate users, BYOD
users and contractors

To allow guest users connect to the
Wi-Fi network and allow BYOD users
to onboard their devices

To connect non-user devices and loT
devices while keeping segregation
between different device types

Figure 3 - Proposed SSIDs Consolidation



SSID Names

To make the SSIDs distinguishable, following SSID names have been used:

SSID SSID Name Access Requirements

SSID 1 CWNE-Dot1X Corporate Resources and Internet

SSID 2 CWNE-Guest Internet only

SSID 3 CWNE-MPSK Selected Corporate Resources and Internet

Table 1 - SSID Names
SSID 1 - CWNE-Dot1X

CWNE-Dot1X SSID has been configured to connect following users to the Wi-Fi
network:

e Corporate users - having corporate devices that have user certificates
issued from the organization CA and have WLAN profile/settings pushed via
GPO/Endpoint Manager

e BYOD users - brining their personal devices and connect to the network.
The users connecting for the first time to the network do not have any
certificate or WLAN profile configured and needs to “onboard” their
personal devices before they can connect to the network

e Contractors - third party users and contractors that will have local
credentials created in ClearPass and will use username/password instead of
machine/user certificate for authentication

The SSID has been configured to perform 802.1X authentication before allowing
network access. The three main components of 802.1X authentication are:
e Supplicant (Wi-Fi clients that are being authenticated, test laptop and mobile
devices in this lab topology)
e Authenticator (acting as a gatekeeper between supplicant and
authentication server, i.e. Access Point this this lab topology)



e Authentication Server (performs the actual authentication checks and
decides whether user or a device should be allowed network access. It is
ClearPass Policy Manager in this case)

[ A4
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Figure 4 — 802.1X Authentication Roles

A service has been configured in ClearPass to distinguish between corporate
and BYOD (both using EAP-TLS but corporate users will be the certificate issue
from the corporate PKI while the BYOD users will have certificate issued from
ClearPass Onboard Certificate authority) users based on the certificate
parameters they will use to authenticate. Contractors, on the other hand will
use username/password for authentication (EAP-PEAP) and will have different

enforcement profile assigned as per follow snippet from the ClearPass service
configuration:

aruboa - —
HPE AATEinG ClearPass Policy Manager Menu =
. . Deshboard L The HTTPS(ECC) Server Certificate will expire in 12 day{s).
E; Monitoring o onfiguration = Senvices = Edit - CWNE-Dot1X

., Configuration  Services - CWNE-Dot1X

£ Service Templates & Wizards

M c Summary Service  Authentication Autharization Roles m Profiler

s Authanticasion Use Cached Results: Use cached Roles and Posture attrioutes from previous sessions
1} Methods Enforcemnent Pollcy CWNE-DetiX-Enforcement-Pelicy = m Add New Enforcemeant Policy
1) Sources
W Identity Enforcement Policy Details
13 Single Sign-On (550) Description:
iy Local Usars Default Profile: [Deny Access Profile]

13 Endpaints Rules Evaluation Algorithm: first-applicatle

17 Static Host Lists

43 Rotes Coreiitions Enforcement Profifes |
)
ication: : P-TLS)
{3 Role Mapgings lfA.:Ll?e:nll.allon.{)u(c{.l\‘lc\lmd EAP-TLS}
g (Authentication:Source lahzerver arubademo.anling)
1 Pasture L (Cartificate:Issuer-CN £ Arubademo) [Allow Access Profile], Aruba Usar Role - employas
& Enforcement (Certificate:Issuer-C 0 Arvbadema)
£ Policias (Tips:Role [User Authenticated])
£ Profiles (Authentication: QuterMethed EAP-TLS)
e, [Authentication: Source labserver arubademo.online)
5 '_ 2 (Certificate:Tesuer-CN NS ClearPass Onboard Local Cartificate Authority) [Allow Access Profile ], Aruba User Rale - byad
13 Devices (Certificate:Issuer-0 HPE Arube Networking)
1 Device Groups (Tips:Role [User Authenticatedl)
13 Proxy Targets (Authenticatizn: OuterMethed EAP-PEAP)
Faut icati . it s fi = 3 4
£ Event Sources 3 {Authentication: Source [Local User Repository]) [Allow Access Profile], Arube Us=r Role - contractor

(Tips:Role [User Authenticated])
£k Network Scan

43 Palicy Simutation
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Employee connecting to CWNE-Dot1X SSID

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a corporate client connecting to CWNE-Dot1X SSID and how ClearPass
policy authenticates the user against on-prem AD and assigns the appropriate
user role based on the parameters “computed” from user’'s RADIUS request. In
this example, user has been assigned user role “employee”:

Request Details o

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Host Profile:
End-Host Status:

Username:

Access Device IP (Port):

Access Device Name:

System Posture Status:

Service:
Authentication Method:
| Authentication Source:

i Authorization Source:

Tips Role:
Enforcement Profiles:

Service Monitor Mode;

Nnline Statis:

ACCEPT
RO0000292-01-682efbff
May 22, 2025 20:27:11 AEST

00-20-A6-FC-B0O-70 Open in Central
Unknown Mark as Known
jibran

10.0.0.105

10.0.0.105 (CWNE-AP / Aruba)
UNKNOWN (100)

Policies Used -
CWNE—DOth
EAP-TLS
AD:labserver.arubademo.online :

[Local User Repository], [Guest User Repository], [Onboard Devices Repository],
labserver.arubademo.online

[User Authenticated]
[Allow Access Profile], Aruba User Role - employee
Disabled

Nt Availahle

i« « Showing 1 of 1-20 records » » Change Status Show Configuration




Request Details o

.

Summary Iml Output

RADIUS Request

Radius:Aruba:Aruba-AP-Group

Radius:Aruba:Aruba-AP-MAC-Address
Radius:Aruba:Aruba-Device-MAC-Address

Radius:Aruba:Aruba-Device-Type
Radius: Aruba:Aruba-Essid-Name
Radius:Aruba:Aruba-Location-Id
Radius:IETF:Called-Station-Id
Radius:1ETF:Calling-Station-1d
Radius:IETF:Framed-MTU
Radius:IETF:Location-Capable
Radius:IETF:NAS-Identifier
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Port
Radius:IETF:NAS-Port-Type
Radius:IETF:Service-Type
- Radius:1IETF:User-Name

Computed Attributes

CWNE-Lab
988f00c1f40c
0020a6fcb070

Win 10
CWNE-Dot1X |

AP-755
98-8F-00-C1-F4-0C
00-20-A6-FC-B0O-70
1100

9

10.0.0.105
10.0.0.105

0

19

2

jibran

4 <« Showing 1 of 1-20 records » »i Change Status Show Configuration m Show Logs




Request Details

Summary Iﬁl Output

Computed Attributes

pashentebive: Erroradte

| Authentication:Full-Username
Authentication:MacAuth
Authentication:NetBIOS-Name
Authentication:OuterMethod
Authentication:Posture

| Authentication:Source
Authentication:Status
Authentication:TLS-Version
Authentication:Username
Authorization:Sources
Certificate: Extended-Key-Usage
Certificate: Issuer-C

;__Certiﬁcate*. Issuer-CN
Certificate:Issuer-DN
Certificate:Issuer-emailAddress
Certificate:Issuer-L

:Certiﬁcate: Issuer-0

4 4 Showing 1 of 1-20 records » & Change Status Show Configuration Show Logs

Request Details

Summary Input m

0

jibran
MNotApplicable
ARUBADEMO
EAP-TLS

| Unknown

labserver.arubademo.online

User

1.2

jibran

[Local User Repository], [Guest User Repository], [Ont
TLS Web Client Authentication

AU

Arubademo
emailAddress=Jibran@Arubademo.Online, CN=Arubade

Jibran@Arubademo.Online

Melbourne

Arubademo

Enforcement Profiles: [Allow Access Profile], Aruba User Role - employee

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Aruba:Aruba-User-Role employee
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HPE.?’...E,?.,.% Central
Custerner: fibran
| & [0 0020a6fcb070
Manage
| 25 overview
B applications
@ Security
Analyze
0 Live Evenis
01 Events

2, Tools

(]

CLIENT DETAILS

DATA PATH

CLIENT

Win11-TestPC-01

CLIENT =0

oy @ poos

MNETWORK

1 551D

Wir employee

002026 e bC:70

LINK LOCAL [PV ADEORESS

fes0 E933c3aceznq ..

LIk 10.0.6.71
sy

May 22, 2025, 20.27.44

BYOD user connecting to CWNE-Dot1X SSID

og
oo
New Cen[ra]. i 4 @ 2
Ihoars
SWITEM
1A
CONNECTION
104 (30 MHz) & GHr

8021100 BOZATY

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a user connecting to CWNE-Dot1X SSID using their personal device
that has already been onboarded and how ClearPass policy authenticates the
user against on-prem AD and assigns the appropriate user role based on the
parameters “computed” from user’s RADIUS request. In this example, user has
been assigned user role “byod”:




Request Details o

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Host Profile:
End-Host Status:

Username:

Access Device IP (Port):

Access Device Name:

System Posture Status:

Service:
;Authentication Method:
' Authentication Source;

Authorization Source:

Tips Role:
Enforcement Profiles:

Service Monitor Mode:

ACCEPT
RO0000281-01-682ef8cc

May 22, 2025 20:13:32 AEST
42-C6-B8-70-60-A9 Open in Central

Unknown Mark as Known
jibran@arubademo.online

10.0.0.105

10.0.0.105 (CWNE-AP / Aruba)

UNKNOWN (100)

Policies Used -

CWNE-Dot1X

EAP-TLS

AD:labserver.arubademo.online

[Local User Repository], [Guest User Repository], [Onboard Devices Repository],
labserver.arubademo.online

[User Authenticated]
[Allow Access Profile], Aruba User Role - byod
Disabled

14 < Showing 19 of 1-20 records » » [ Rl i Show Logs




———

Request Details

Summary m Output

RADIUS Request

Radius:Aruba:Aruba-AP-Group

Radius:Aruba:Aruba-AP-MAC-Address
Radius:Aruba:Aruba-Device-MAC-Address

| Radius:Aruba:Aruba-Essid-Name
Radius:Aruba:Aruba-Location-Id
Radius:IETF:Called-Station-Id
Radius:IETF:Calling-Station-Id
Radius:IETF:Framed-MTU
Radius:IETF:Location-Capable
Radius:IETF:NAS-Identifier
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Paort
Radius:IETF:NAS-Port-Type
Radius:lEfF;Semice-TyPe

| Radius:IETF:User-Name

Computed Attributes

4 4 Showing 19 of 1-20 records » »

CWNE-Lab
988f00c1f40c
42c6b87060a9
CWNE-Dot1X |
AP-755
98-8F-00-C1-F4-0C
42-C6-B8-70-60-A9
1100

9

10.0.0.105
10.0.0.105

0

19

2

jibran@arubademo.online -

Change Status Show Configuration m




Request Details o

Summary Im. Output

Computed Attributes

Authentication:ErrorCode
.AUtIH&ntiC-atiOI‘I:FI;J|-|-U5E;I"'IE!IT‘IE
Authentication: MacAuth
Authentication:NetBIOS-Name
Authentication:OuterMethod

| Authentication:Posture

_ A_ut_hgntiqat_iqr_ll:_Snyr_ce.
Authentication:Status
Authentication:TLS-Version
Authentication:Username
Authorization:Sources
Certificate: Extended-Key-Usage
Certificate:Issuer-C
Certificate:Issuer-CN
Certificate:Issuer-DN
Certificate:Issuer-emailAddress
Certificate:Issuer-L

Certificate;Issuer-0

0

_ jibran@arubademo.online |

NotApplicable

ARUBADEMO

EAP-TLS

Unknown

labserver.arubademo.online

User

1.2

jibran

[Local User Repository], [Guest User Repository], [C
TLS Web Client Authentication

AU

ClearPass Onboard Local Certificate Authority [Signir

emailAddress=CA@arubademo.online,CN=ClearPass

CA@arubademo.online

Melbourne

HPE Aruba Networking

l4 4 Showing 19 of 1-20 records » » Change Status Show Configuration m Show Logs




Request Details

summary _tnput [EIRCSY

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Aruba:Aruba-User-Role byod

HPEC—
GreenLake

HPE 2355 central =1

Customer: Jibran

[0 jibran@arubade... &)

Enforcement Profiles: [Allow Access Profile], Aruba User Role - byod

CLIENT DETAILS i,

Manage

DATA PATH
iH Overview i)
[ Applications
@ Security
Analyza
0 Live Events

CLIENT

£l Events

%, Took

10.0.0207 &2:0hbE: 70000739

OBAL UNCAST [PYE LINK LOCAL IPVE ADDRESS
feB0; 406681 FeT0:

SmartDevce Anoroid

Andrcid

S50

RADIUS

10.0.0.250

Contractor connecting to CWNE-Dot1X SSID:

CONNECTION

CHANNE
104 (B0 MHZ) 56H7
CUENT CAPABRITIES

B02.110m, 202.11%

1.20 Gings

EC's on ACCESS POINT |AP-755)

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a contractor connecting to CWNE-Dot1X SSID and how ClearPass
policy authenticates the user against ClearPass local user repository and

assigns the appropriate user role based on the parameters “computed” from

user’'s RADIUS request. In this example, user has been assigned user role

“contractor”:




Request Detaills

m ZRpt

Output

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Host Profile:
End-Host Status:

Username:

Access Device IP (Port):

Access Device Name:

Systemn Posture Status:

Service:
Authentication Method:
_;Authentication Source;

Authorization Source:

Tips Role:
Enforcement Profiles:

Service Monitor Mode:

ACCEPT
R0O000028e-01-682efaea
May 22, 2025 20:22:34 AEST
A6-08-65-FE-5C-4F Open in Central

Unknown Mark as Known
contractor
10.0.0.105
10.0.0.105 (CWNE-AP / Aruba)
UNKNOWN (100)
Policies Used -
CWNE-Dot1X

EAP-PEAP

Local:localhost

[Local User Repository], [Guest User Repository], [Onboard Devices Repository],
labserver.arubademo.online

[Contractor], [User Authenticated]
[Allow Access Profile], Aruba User Role - contractor

Disabled

l4 « Showing 6 of 1-20 records » »| Change Status Show Configuration Show Logs




Request Details o

Summary Im. Output

RADIUS Request

Radius:Aruba:Aruba-AP-Group
Radius:Aruba:Aruba-AP-MAC-Address
Radius:Aruba:Aruba-Device-MAC-Address
Radius:Aruba:Aruba-Essid-Name
Radius:Aruba: Aruba-Location-1d
Radius:IETF:Called-Station-Id
Radius:IETF:Calling-Station-Id
Radius:IETF:Framed-MTU
Radius:IETF:Location-Capable
Radius:IETF:NAS-Identifier
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Port
Radius:IETF:NAS-Port-Type

§ Radius:ll:‘l’F:Service~'_I’_v_pe
Radius:IETF:User-Name

Computed Attributes

l4 4 Showing 6 of 1-20 records » »l

CWNE-Lab
988f00c1f40c
a60865fe5caf
CWNE-Dot1X
AP-755
98-8F-00-C1-F4-0C
AB6-08-65-FE-5C-4F
1100

9

10.0,0.105
10.0.0.105

0

19

2

contractor

Change Status Show Configuration m Show Logs




Summary Im I Output

Computed Attributes

Authentication:ErrorCode

0

Authentication:Full-Username
Authentication:Full-Username-Normalized
Authentication:MacAuth
Authentication:OuterMethod

___Authentication:Pcsture

_ Authentication:Source

‘ Authentication:Status
Authentication: TLS-Version
Authentication:Username

Authorization:Sources

Connection:AP-Name
Connection:Client-Mac-Address
Connection:Client-Mac-Address-Colon
Connection:Client-Mac-Address-Dot
Connection:Client-Mac-Address-Hyphen

Connection:Client-Mac-Address-NoDelim

[Local User Repository]

contractor |

contractor
NotApplicable
EAP-PEAP

Unknown

User
1.2
contractor

[Local User Repository], [Guest User Repository], [Onboard
Devices Repository], labserver.arubademo.online

AP-735
A6-08-65-FE-5C-4F
a6:08:65:fe:5c:4f
a608.65fe. S5c4f
a6-08-65-fe-5c-4f
a60865feScaf

4 4 Showing 6 of 1-20 records ¢ »l Change Status Show Configuration m Show Logs

Request Details

Summary Input m

Enforcement Profiles:
System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

[ RADIUS Response

Radius:Aruba:Aruba-User-Role contractor

[Allow Access Profile], Aruba User Role - contractor
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To summarize, we have used the same SSID to allow corporate users to connect
to the network using their corporate devices, allow corporate users to connect
their personal devices to the network and allow contractors to the network.
Important to note that while they are all connecting to the same SSID, they
have been assigned different user roles and have different level of
network/resources access based on their roles.

SSID 2 - CWNE-Guest

CWNE-Guest SSID has been configured to serve following functions:
e Connect guest users to the Wi-Fi network
e Enable BYOD users to onboard their personal devices

A user connected to the guest Wi-Fi network is redirected to the captive portal
page that provides them following options:
e Register a new guest account or log In using existing guest credential
e Onboard a new personal device (BYOD)
e Register a new device mac address and create a unique pre-shared key for
that device to connect to the MPSK SSID




HPE .29

Galleria Wi-Fi

Please complete the form below to gain access to the network.

Please enter your full name.

mail address.

b ur username to log into the network.

* confirm:
B | accept the terms of use

* required field
Already have an account?
For BYOD device registration, please click H

For IOT device registration, please click HERE

opyright 2025

Guest user connecting to CWNE-Guest SSID

In order to avoid guest users being redirected to captive portal every time they
authenticate to the network, MAC caching has been enabled. As part of the
initial captive portal authentication, ClearPass will cache the mac address of the
client and will automatically assign them network access with guest role for the
subsequent authentication requests until their mac cache is valid. A user
connecting to the guest network for the first time will see a mac authentication
failure log on ClearPass as their MAC address will not be cached at that time:

6. 0020a6fcb070 Guest MAC Authentication REJECT RADIUS 2025/05/26 17:02:25




After initial MAC auth failure, user will be redirected to the captive portal page.
The guest user registering for a new account will enter their details (name and
email address in this case but these fields are customizable and can be
changed based on the requirements).

Following series of screenshots (from ClearPass and Aruba Central) captures
details of a guest user connecting to CWNE-guest SSID and how ClearPass

policy allows the user to register for a new account and log in to the guest Wi-Fi
network:

HPE MRS

Galleria Wi-Fi

libran.Aziz@hotmail.com

" Confirm:
¥ | accept the terms of

" required field
Already have an account? Sigy

For BYOD device registration, please click




HPEC—
GreenLake

HPEZRS Central
Customer: Jibran

< [ 0020a6fchd70 @|

Applications
Q@ Security
Analyze

£ Live Evenis
Ll Events

o, Tools

CLIENT DETAILS
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The details for your guest account are shown below.

Guest’s Name:
Jibran Aziz

Account Username:

Activation Time:
Monday, 26 May 2025, 5:32 PM

Expiration Time:
Tuesday, 27 May 2025, 5:33 PM

B30

CLIENT =0

By

NETWORK

Proim

May 26, 2025,

S5ID

88

New(_enlrai. nea
9
rantn
SunreH
CONNECTION
105 {60 MHz| 5GHe

B02.11ac, 8021w

LEDs
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Request Details °

m Input Output Accounting

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Host Profile:

5 End-Host Status:

| Username:

Access Device Name:

System Posture Status:

 Service:

- Authentication Method:
| Authentication Source:
' Authorization Source:
T|p5 Ro!.:_l

Enforcement Profiles:

Service Monitor Mode:

Access Device IP (Port):

4 4 Showing 2 of 1-20 records » »l

ACCEPT

RO0000300-01-6834213¢

May 26, 2025 18:07:24 AEST

00-20-A6-FC-B0O-70 Open in Central

_Unknown Mark as Known

Jibran.Aziz@hotmail.com

10.0.0.105
CWNE-AP (CWNE-AP / Aruba)
UNKNOWN (100}

Policies Used -

Guest User Authentication with MAC Caching

PAP

Local:localhost

[Guest User Repository], [Endpoints Repository], [Time Source]

[Guest], [User Authenticated]

Guest MAC Caching Bandwidth Limit, Guest MAC Caching Session Limit, Guest Guest
MAC Caching, Guest MAC Caching Do Expire, Guest MAC Caching Expire Post Lagin,
Update Endpoint Location, Guest MAC Caching Session Timeout, Guest Guest Profile

Disabled

Change Status Show Configuration m Show Logs




Request Details o
Summary Im I Output Accounting

Computed Attributes

Authentication:ErrorCode 0
5-__'551?!?’_‘?.‘C?E‘t“?"..:."_“."..‘_‘:’?‘:-‘[.’laf”‘?— ;.Jf.P".a."-‘“.‘Z?Z@hm.'“f“'.-.f."m.
Authentication:Full-Username-Normalized Jibran.Aziz@hotmail.com

Authentication:MacAuth NotApplicable

: Authentication:OuterMethod PAP

: Authentication:Posture . Unknown .

| Authentication:Source [Guest User Repository]
-_Authentication:Status “l-Jser - o
Authentication:Username Jibran.Aziz@hotmail.com
Authorization:Sources [Guest User Repository], [Endpoints Repository], [Time

Source]

Connection:AP-Name AP-755
Connection:Client-Mac-Address 00-20-A6-FC-B0O-70
Connection:Client-Mac-Address-Colon 00:20:a6:fc:b0:70
Connection:Client-Mac-Address-Dot 0020.a6fc.b070
Connection:Client-Mac-Address-Hyphen 00-20-a6-fc-b0-70
Connection:Client-Mac-Address-NoDelim 0020a6fcb070

Connection:Client-Mac-Address-Upper-Hyphen 00-20-A6-FC-B0-70

l« < Showing 2 of 1-20 records » » [l Eoluoced BTN e

Following screenshots show how mac authentication for subsequent requests
allows users to connect the network without going through the captive portal
and can get network access while mac address cache is valid:




Request Details o

Output

Accounting

Login Status:
Session Identifier:
Date and Time:
End-Haost Identifier:
End-Host Profile:
End-Host Status:

Username:

Access Device IP (Port):

Access Device Name:

System Posture Status:

Service:
:Authentication Method:
Authentication Source:
Authorization Source:
Tips Role:
Enforcement Profiles:
Service Monitor Mode:

Online Status:

14 < Showing 1 of 1-20 records » »  [and Eharoes EXN s

ACCEPT
RO0000303-01-68342a93
May 26, 2025 18:47:15 AEST
00-20-A6-FC-BO-70 Open in Central

Unknown Mark as Known
Jibran.Aziz@hotmail.com

10.0.0.105

CWNE-AP (CWNE-AP / Aruba)

UNKNOWN (100)
Policies Used -
Guest MAC Authentication
MAC-AUTH |
None
[Guest User Repository], [Endpoints Repository], [Time Source]
[Guest], [MAC Caching], [User Authenticated]
[Allow Access Profile], Guest Guest Device Profile
Disabled
@& Online




Request Details o
Summary Iml Output Accounting

Username: Jibran.Aziz@hotmail.com
End-Host Identifier: 00-20-A6-FC-BO-70

Access Device IP (Port): 10.0.0.105

Access Device Name: CWNE-AP (CWNE-AP / Aruba)

RADIUS Request
Radius:Aruba: Aruba-AP-Group CWNE-Lab

Radius;Aruba; Aruba-AP-MAC-Address 988f00c1f40c
Radius:Aruba:Aruba-Device-MAC-Address 0020a6fcb070

Radius:Aruba:Aruba-Essid-Name CWMNE-Guest
Radius:Aruba:Aruba-Location-Id AP-755
_Radius:IE‘I'F:CaiIed—Stat]on—Id : 98-8F-00-C1-F4-0C :
|Radius: IETF: Calling-Station-Id 00-20-A6-FC-B0-70 '
Radius:IETF:Location-Capable 9
Radius:1IETF:NAS-IP-Address 10.0.0.105
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19

_ Radius:lETF:Service—TyPe _10 E

. Radius:IETF:User-Name 0020a6fcb070

i < Showing 1 of 1-20 records » » [ Eocaoes BN Enrs




Request Details o

Summary m Output Accounting
T

Connection:Client-Mac-Address-NoDelim

Connection:Client-Mac-Address-Upper-Hyphen

Ceonnection:Client-Mac-Vendor
Connection:Dest-IP-Address
Connection: Dest-Port
Connection:NAD-IP-Address
Connection:Protocol
Connection:Src-IP-Address
Connection:Src-Port
| Connection:SSID.
Date:Date-Time
Endpoint:Device Name
Endpoint:Device Type
Endpoint:Expanded Device Type
Endpoint: Guest Role ID
Endpoint:Location
Endpoint: MAC-Auth Expiry
Endpoint:Owner

Endpoint:Username

Request Details

Summary Input m Accounting

Enforcement Profiles:

0020a6fcb070 |

OO-ED-AE-FC-BI_JJU
Proxim Wireless
10.0.0.71

1812

10.0.0.105

RADIUS

10.0.0.105

57426 |
_ CWNE-Guest |

2025-05-26 18:47:15
Windows 10

Windows

Windows

2

CWNE-Lab
2025-05-27 18:00:00

jibran

Jibran.Aziz@hotmail.com |

[Allow Access Profile], Guest Guest Device Profile

System Posture Status: UNKNOWN (100)

Audit Posture Status:

. RADIUS Response

UNKNOWN {100)

Radius:Aruba:Aruba-User-Role guest

Radius:IETF: User-Name

Jibran.Aziz@hotmail.com




Request Details

Summary Input m Accounting

Enforcement Profiles:

Guest MAC Caching Bandwidth Limit, Guest MAC Caching Session Limit, Guest Guest MAC

Caching, Guest MAC Caching Do Expire, Guest MAC Caching Expire Post Login, Update
Endpoint Location, Guest MAC Caching Session Timeout, Guest Guest Profile

Systemn Posture Status: UNKNOWN (100)

Audit Posture Status:

RADIUS Response

Bandwidth-Check: Allowed-Limit

Bandwidth-Check: Check-Type
Bandwidth-Check:Limit-Units
Endpoint:Guest Role ID
Endpoint:Location

: Endpoint:MAC-Auth Expiry

- Endpoint:Username
Expire-Time-Update: GuestUser
Expiry-Check:Expiry-Action
Post-Auth-Check:Action
_Post-Auth-Check:Action
Radius:Aruba:Aruba-User-Role

Radius:IETF:Session-Timeout

UNKNOWN (100)

Today

MB

2

CWNE-Lab

2025-05-27 18:00:00
Jibran.Aziz@hotmail.com
0

1

Disconnect

_Disconnect and Block Access

guest
86396

l4 4 Showing 2 of 1-20 records » » e ENFERSEHT Show Configuration m Show Logs

BYOD user connecting to CWNE-Guest SSID to onboard their device:

For corporate users trying to onboard their personal devices, they'll connect to
the guest SSID and will be redirected to the captive portal page and click the
BYOD registration link to onboard their device. After authenticating using their
AD credentials, users will download the onboard client that will take them

through the onboarding process.

Following screenshots captures onboarding process for a user onboarding their
personal devices. The actual user authentication connecting to CWNP-802.1X
SSID post onboarding has been captured in the previous screenshots.
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HPE 23

Galleria Wi-Fi

Please complete the form below to gain access to the network.

your full name.

P r email address.

This will be your username to log into the

* Confirm:
. | accept the terms of use

* required field

Already have an account

For IOT device registration, please click

ight 2025

HPE 23

Galleria Wi-Fi

In order to connect to this network, your device must be configured
i for enhanced security. This wizard will guide you through the
configuration process.

To apply the network profile, you need to download and start the
QuickConnect application.

f}'j Start QuickConnect
Jﬂ, Download and start the QuickConnect network
configuration application




! ClearPass QuickConnect X
HPE ...s Onboard Wizard
1
Welcome
Configure This program will configure your system for secure
access to the network. Please click Next to
Connect continue.
Summary

Licensed to: |
Arubademo Next

d
HPE PRIVACY STATEMENT

! ClearPass QuickConnect

HPE . .. Onboard Wizard

Welcome

Configuring Your System
Configure
QuickConnect is configuring your system ...

Connect

Summary

Licensed to e
Arubademo ‘ I
HPE PRIVACY STATEMENT




arvba
HPE networking
Welcome
Configure

Connect

Summary

Licensed to
Arubademo

HPE PRIVACY STATEMENT

HPE ks
Welcome
Configure
Connect

Summary

Licensed to:
Arubademo

HPE PRIVACY STATEMENT

Onboard Wizard

Security Warning X

You are about to install a certificate from a certification
!- autharity (CA) claiming to represent:

ClearPass Onboard Local Certificate Authority (Signing)

Windows cannot validate that the certificate is actually from
“ClearPass Onboard Local Certificate Autharity (Signing)”, You
should confirm its origin by contacting "ClearPass Onboard
Local Certificate Authority (Signing)”. The following number
will assist you inthis process:

Thumbprint (shal): CCDO9665 46941523 E20A0977 1892C216
D579993E

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

Yes

Onboard Wizard

Security Waming

You are about to install a certificate from a certification
l y - authority (CA) claiming to represent:

ClearPass Onboard Local Certificate Authority

Windows cannot validate that the certificate is actually from
“ClearPass Onboard Local Certificate Authority”, You should
canfirm its origin by contacting “ClearPass Onboard Local
Certificate Authority”, The following number will assist you in
this process:

Thumbprint [shal): 020EDS2E 25EAE26F BE513095 BAEDS29C
CB18E5B9

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk, If you click
“Yes” you acknowledge this risk.

Do you want ta install this certificate?




1 ClearPass QuickConnect o
HPE .. Onboard Wizard
Welcome
Configuring Your System
Configure
Your system has been successfully configured on
Connect the following interfaces:
= Wi-Fi 6
Summary
You may attempt to connect to the secure network
"CWNE-Dot1X"
Licensed to
Arubademo _CMJ
HPE PRIVACY STATEMENT
N . %

1 ClearPass QuickConnect

HPE ... Onboard Wizard
Welcome
Connection Summary
Configure
You have been successfully connected to the
Connect network with the following IP Address:

S Wi-Fi 6 : 10.0.0.188

You can view a summary of the changes made to your
quatem here

Licensed to Close

Arubademo
HPE PRIVACY STATEMENT




Network admin connecting to CWNE-Guest SSID to create unique PSK for a
specific device:

For corporate users trying to onboard their personal devices, they'll connect to
the guest SSID and will be redirected to the captive portal page and click the
BYOD registration link to onboard their device. After authenticating using their
AD credentials, users will download the onboard client that will take them
through the onboarding process.

Following screenshots captures onboarding process for a user onboarding their

personal devices. The actual user authentication connecting to CWNP-802.1X
SSID post onboarding has been captured in the previous screenshots.

|

HPE 283

Please complete the form below to gain access to the network.

Please enter your full name.

Please enter your email address.

This will become your username to log into the network.

* confirm:

B | accept the terms of

* required field
Already have an account?
For BYOD device registration, please click |

For 10T device registration, please click

© Copyright 2025
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-
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i
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8. Back ta d
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HPE retwerking ClearPass Guest Manu =—
Home » Devices » Create Device
JT Devices * Finished Creating Device 4 Create another device
3 4T Manage devices
-

Create New Device Receipt

MAC Acdress:  10-E4-C2-CE-6D-10

nday, 26 May 2025, 9:30 PM

oint will expire at Tuesday, 26 May 2026, 9:30 PM

admin
99901851

2 | Omen print window using tomplate... «
$ Back to devices

= Back to main

To summarize, CWNE-Guest SSID is not only allowing Guest users to connect to
the network, it is also allowing corporate users to onboard their personal
devices as well as allowing administrators/authorized corporate users to

register their devices for a unique pre-shared key and connect to the MPSK
enabled SSID.

SSID 3 - CWNE-MPSK

The third SSID has been configured to allow personal headless and 10T devices
(that does not support 802.1X or captive portal authentication) to connect to
the network using pre-shared key. The problem with traditional pre-shared key
(PSK) based SSID is that all devices share the same pre-shared key and does not
provide granular control for each client connected using the same pre-shared
key. Using Multi-Pre-Shared Key (MPSK) allows multiple unique pre-shared keys
to be used under a single SSID. This allows different devices connecting to the
same SSID to be assigned different user roles or access levels.




Multi Pre-Shared Key (MPSK) Operation

"
o
@]
Wi-Fi Access
Point (AP)

V. JED
[ -
Device A Device C
PSK: keyA123 PSK: keyC789 )
| | ' E |
Assoc + Auth Assoc + Auth Assoc + Auth
using keyA13 using key456 using keyC78

Device 1 connecting to CWNE-MPSK SSID:

Following snippets shows a device assigned iot role while connecting to the
CWNE-MPSK SSID. The device has connected to the network using its own pre-
shared key that was generated via ClearPass portal by accessing the MPSK
device registration portal while connected to the CWNE-Guest network.
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GreenLake

HPES2S Central

Customer; Jibran

‘ <« @ admin

Manage
| [E overview
[ Applications
@ Security
Analyze
0 Live Events
L Events

2, Tools

CLIENT DETAILS

DATA PATH

CUENT

admin

Sabas520-FE

May 26, 2025, 21:4323 -

AES

Q
<
T 550
> @ 7
ademin CWHE MBS
CONNECTED ur
METWORK
1 S50
CLIENT TYPE AP AOLE AP DERIVATION
Wirtless RADIUS
WAL ALIDRESS TEWAY
De:ddib3:0nal:sz
Androo
CONMNECTE MNCE LAST SEEM J VER IHs

tew Central @ nea
)
Vinere
Actions »
SMITCH
P
-
COMMECTION
108 {80 MEz) 5 GHz

JENT CAPABILITIES
8021 1ax, 8020y

Request Details o
Summary Im‘ Output Accounting

Username:

End-Host Identifier:
Access Device IP (Port):

Access Device Name:

RADIUS Request

admin

9E-DD-B3-9A-A0-52
10.0.0.105
CWNE-AP (CWNE-AP / Aruba)

Radius:Aruba:Aruba-AP-Group CWNE-Lab
Radius:Aruba:Aruba-AP-MAC-Address 988f00c1f40c
_Radius:Aruba:Aruba-Device-MAC-Address Seddb39aal52
|Radius:ArubaAruba-Essid-Name ____ CWNE-MPSK
Radius:Aruba:Aruba-Location-Id AP-755
Radius:1ETF:Called-5Station-1d 98-8F-00-C1-F4-0C
Radius:IETF:Calling-Station-Id 9E-DD-B3-9A-A0-52
Radius:IETF:Location-Capable 9
Radius:IETF:NAS-IP-Address 10.0.0.105
Radius:IETF:NAS-Port 0
Radius:IETF:NAS-Port-Type 19
Radius:IETF:Service-Type 10

Radius:IETF:User-Name

14 4 Showing 1 of 1-20 records » »| Change Status Show Configuration m Show Logs

9eddb392a052 |




Summary Output
. H ~atdtion-1d

Accounting

Radius:IETF:Location-Capable
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Port
Radius:IETF:NAS-Port-Type
Radius:IETF:Service-Type
Radius:IETF:User-Name

Authorization Attributes

Authorization:[Guest Device Repository]: AccountStatus
Authorization:[Guest Device Repository]:Device Account Active
Authorization:[Guest Device Repository]:Device Account Enabled
Authorization:[Guest Device Repository]:Device Account Expired
Authorization:[Guest Device Repository]:Device MPSK
Authorization:[Guest Device Repository]:Device Role ID
Authorization:[Guest Device Repository]:RemainingExpiration

Authorization:[Guest Device Repository]:SponsorName

Computed Attributes

4 4 Showing 1 of 1-20 records » »l

Change Status Show Configuration m Show Logs

SE-DD-B3-9A-AU-52
9

10.0.0.105

0

19

10

9eddb39aa052

0

true

true

false
LRk
5

31535721

admin

Summary Input m Accounting

Enforcement Profiles:

Systemn Posture Status:

Audit Posture Status:

| RADIUS Response

ot

[Registered Device MPSK], [Return Device Sponsor Name - RADIUS User-Name], Aruba
User Role -

UNKNOWN (100)
UNKNOWN (100)

Radius:Aruba:Aruba-MPSK-Passphrage *#¥#ssssss

Radius:Aruba:Aruba-User-Role

Radius:IETF:User-Name

iot

admin




Device 2 connecting to CWNE-MPSK SSID:

Following screenshots show a device assigned printer role while connecting to
the CWNE-MPSK SSID. The device has connected to the network using its own
pre-shared key that was generated via ClearPass portal by accessing the MPSK
device registration portal while connected to the CWNE-Guest network.
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Creuestowes o]
Summary Iml Output

Username: admin

End-Host Identifier: 36-A3-AA-64-34-67

Access Device IP (Port): 10.0.0.105

Access Device Name: CWNE-AP (CWNE-AP / Aruba)

RADIUS Request

Radius:Aruba:Aruba-AP-Group
Radius:Aruba:Aruba-AP-MAC-Address
_Radius:Aruba:Aruba—Device—MAC—Address
[Radius:Aruba:Aruba-Essid-Name
Radius:Aruba:Aruba-Location-Id
Radius:1IETF:Called-Station-Id
Radius:IETF:Calling-Station-Id
Radius:IETF:Location-Capable
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Port
Radius:IETF:NAS-Port-Type
_Radius:IETF:Service—‘_l')-r_pe
| Radlius:ll:—“I'FEUlser-Nlalme

14 <« Showing 1 of 1-20 records » » [l S Show Logs

CWNE-Lab
988f00c1f40c
36a3aab43467
CWNE-MPSK
AP-755
98-8F-00-C1-F4-0C
36-A3-AA-64-34-67
9

10.0.0.105

0

19

10 :
3533;3643?5?




Request Details o

7 . - -1d
Radius:IETF:Location-Capable
Radius:IETF:NAS-IP-Address
Radius:IETF:NAS-Port
Radius:IETF:NAS-Port-Type

Radius:IETF:Service-Type
Radius:IETF:User-Name

Authorization Attributes

Authorization:[Guest Device Repaository]

Authorization:[Guest Device Repository]:Device Account Active
Authorization:[Guest Device Repository]:Device Account Enabled

Authorization:[Guest Device Repository]:Device Account Expired

Authorization:[Guest Device Repository]
Authorization:[Guest Device Repository]
Authorization:[Guest Device Repaository]

Authorization:[Guest Device Repository]

36-A3-AA-0A-34-67
g

10.0.0.105

0

19

10

36a3aab43467

:AccountStatus

:Device MPSK
:Device Role ID
:RemainingExpiration

:SponsorName

0

true

true

false
KRR
6

31535781

admin

l4 4 Showing 1 of 1-20 records » »l Change Status Show Configuration m Show Logs

Request Detalls

Summary Input m

Enforcement Profiles: [Registered Device MPSK], [Return Device Sponsor Name - RADIUS User-Name], Aruba

User Role - printer

System Posture Status: UNKNOWN (100)
Audit Posture Status: UNKNOWN (100)

| RADIUS Response
Radius:Aruba:Aruba-MPSK-Passphrase

Radius:Aruba:Aruba-User-Role
Radius:IETF:User-Name

of 8o e ofe e R e

printer

admin




To summarize, CWNE-MPSK SSID is allowing different headless and 10T devices
to connect to the network using their own pre-shared key and are being
assigned different user roles based on the policies configured. This allows more
granular control on each device that is not possible using the traditional PSK
SSIDs.

As we have seen throughout this document, effective use of NAC has helped
consolidating the number of SSIDs that are required to cover typical use-cases
of a typical enterprise environment without compromising the end user
experience. This will result in better airtime utilization and better network
performance and RF resources utilization.
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