THE INTERNET OF THINGS

Whon‘ it means for your Wi-Fi
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Market Trends

expectations Internet of Things
y Natural-Language Question Answering
; Wearable Userinterfaces
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Affective Computing
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Virtual Personal Assistants
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Wearables










Design

Coverage vs CAPACITY




Devices
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Lower Error Rates

Regular Power Radio High Power Radio

T10W amp outpuiting 10W 100W amp outputting 10W

Amplifier set to 10 = DISTORTION Amplifier set to 1 = MUSIC



By 2020, it is
predicted that 24
Billlon devices will
be connected o
the Internet. The
vast majority will
use some form of
wireless for access

- GIGACOM




While all compu’r‘er;yg’remor \herently insecur
particularly troublesome

— custom or no OS
— limited best practices
— no standardization




of all BYOD access is inadequately managed.

OR NOT MANAGED AT ALL.

“This will lead to
very-rhysical
fhrearyaroind
. national
as a first step,” infrastructure,
..exploit passessonstor
n hundregs refiofenaryiesnd

What Is logon occoun’rs,ho%%s]l

or

email users, searchin
? new data CEYYO nt,
over ap@xy@id¥sB&icand
i of monfasardypwby, etc.”

"To secure things on the
Internet, we




Network Level Conitrol

Critical Infrastructure - power production/generation/distribution,
manufacturing, transportation, etc.

Personal "infrastructure” - personal medical devices, automobiles,
home entertainment and device conftrol, retail
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Security Concerns

Intercede says that, whilst protecting sensitive data
will continue to be of the utmost importance, the rise
INn connected devices raises a new security concern -
namely how to trust the identity of these devices.

Because of this, enterprises and other organizations
must

With the rise of the |oT organizations must also ensure
that they can protect and verify the identity of every
device that connects to their environments.



Security

BYOD Policy GUEST Policy

Corp VLAN Restricted VLAN DMZ

LAN & Web FW Email & Web FW Web Only FW

Prioritize Work Apps Block Video Streaming Limit Social Media

10Mbps per user SMbps per user IMbps per user

24HR Access M-F 8om-9pm M-F 9om'-5'pm
---l"‘-

‘

RADIUS

Firewall & OS Detection

o PPSKs:

Corp user Corp user - BYOD Guest user
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Heuristics and Anomaly Detection

ITS ASOKS TURN TO
LISTEN. IF YOU SAY
ANYTHING USEFUL, HE'LL
SEND US AN INSTANT
MESSAGE.

I DONT THINK
I HAVE YOUR FULL
ATTENTION.

HE'S
HE'S EMPLOYING
ASLEEP. LrURISTICS.

www. diibert.com  scottadame ¥ asl com




Mobility Changes Everything




ARE YOU
READY<¢

L

A Film by Errol Morris

THE
UNKNOWN
KNOWN

What you didn’t know you didn’t know.
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