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Evolution of WLAN Security

= 802.11 Security Standards and Certifications
m Five Basic Tenets of WLAN Security

= New Tenets of WLAN Security

m Future of WLAN Security
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802.11 Security Standards and Certifications:

IEEE Wi-Fi Alliance | Authentication | Encryption Cipher Key
Method Method Generation

Legacy Open ARC4 Static

Pre-802.11i WPA.- PSK TKIP ARC4 Dynamic
Personal

Post-802.11i  WPA- 802.1X TKIP ARC4 Dynamic
Enterprise

Post-802.111  WPA-2 PSK CCMP AES Dynamic
Personal

Post-802.111  WPA-2 802.1X CCMP AES Dynamic
Enterprise
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Five Basic Tenets of Security

= Data privacy and integrity AL 2= ed oY v ~°
» Authentication, authorization Cy ; faC\\‘
accounting (AAA) : Cy _a Couff
- - 1
Segr-ner-ltatlon o d and p\X§
= Monitoring r ment, ru
= Policy ‘ A r\t"l,()n O}
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Data Privacy and Integrity:

s WEP Is a broken old dinosaur

= TKIP not supported for 802.11n
or 802.11ac data rates

= Counter Mode with Cipher
Block Chaining Message
Authentication Code Protocol
(CCMP)

= Advanced Encryption Standard
(AES) 128-bit cipher
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Data Privacy and Integrity:

m The 802.11-2007 standard
defines authentication and key
management (AKM) services.

= Authentication required for key
creation

m Robust Security Network (RSN)
dynamic encryption

» 4-\Way Handshake
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Supplicant

Master Keys: PMK and GMK

Temporal Keys: PTK and GTK

EAPOL-KEY message #1

Authenticator

| PMK fGMK

A

PTK created
EAPOL-KEY message #2

»
L

EAPOL-KEY message #3

A

|f GTK delivered

PTK GTK

| lf EAPOL-KEY message #4

Temporal keys installed

Controlled port unblocked

»
Ll

l

| PTK created

)

|[ GTK created
PTK GTK

FT

Temporal keys installed



Data Privacy and Integrity:

m Tunneled Direct Link
Setup

Access Point

%
e Sy
= Examples: AirPlay %’ @ \ -
and Ap :)Ie TVS TDLS initiator @\,6‘566 Qe?’ %& Ve 2 responder
o I:I &‘\"’%& &Qgee
» 3-Way Handshake = \
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AAA:

= Authentication: Validate user/device identity

m Authorization: Authorize user/device identity
m Accounting: Paper trall

= 802.11 security requires an authentication and key
management protocol (AKMP) that can be either a
preshared key (PSK) or an EAP protocol used during
802.1X authentication.
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802.1X/EAP:

m 802.1X: Port based access control

m Authorization Framework
EAP

- Suppllcant Root CA cert g Server cert =P
= Authenticator 2 & E E
s Authentication Server CLIENT AP RADIUS LDAP

= Extensible Authentication Protocol (EAP) — Layer 2
m Server certificate and Root CA certificate

= Tunneled authentication using SSL/TSL
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802.1X/EAP:

m Most secure authentication
method EAP

EAP
s ldeal for the enterprise % -y E E

- CLIENT AP RADIUS LDAP
m Certificates and PKI needed

» Can be difficult to deploy

m Can be difficult to troubleshoot
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|

802.11 association

Calculating key for
user...

EAPoL-start

EAP-request/identity

EAP-response/identity (username;

EAP-request (challenge)

RADIUS-access-request

RADIUS-access-challenge

EAP-response (hashed resp.) RADIUS-access-request

— >

RADIUS-access-accept (PMK)

EAP-success

Access Granted
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Fast Secure Roaming

223: Wi-Fi network roaming with 80211k, 802.11r, and
= Opportunistic Key 3@_2-_”? ?ﬂ_'QS

k r, and ¥ wene conceived 1o give wirgless cients the ability 10 roam mione seamledsly inom s00ess paint

= 802.11r — Fast BSS
Transition (FT) 80211k

802 1k allorars your 105 device 1o quickly identify nearby AP% that are available a5 roaming targets. When

15 suppos optimized Chent roamandg on enterprise Wi-Fi networks. The 8020 Working Group standards

the signal strength of the current AP weakens and your device needs to roam to a new AR it already

. VO I Ce E n te rp r I Se Enoess which AF s the best chosce
. . g021Mr
u C I I e nt S u p p O rt g rOWI n g ' When yaur 105 device roams fram one AP to another on the same netwark, 80211 streamlines the

SUTREMICATRGN PRocess using a featune called Fast Basic Service 581 Transition (FTL FT allows 108 devices 1o t/

The 4-Way Handshake creates

https://support.apple.com/en-us/HT202628 T e erenpioniers
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PSK:
» 8-63 character shared passphrase @ pK=

aerohivel23!

= Never intended for use In the enterprise

m Susceptible to offline dictionary attacks = |

PSK =

= Wi-Fi Allilance recommend 20 strong aerohivelz3!
characters or more

m Biggest weakness Is that the PSK
credential is “static”
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Per-user and per-device PSK:

= Several vendors offer  Colran  Pivete
proprietary PSK solutions ae Manual
Private

. 7 Vechoox PSS
= Multiple per-user and per- Manua)
device PSKs assigned to a 7 iphons TSK
single SSID | Colman. T
Hrone Manual

= Easy to deploy - Coleman: g
Manual

a Can be time-based credentials | Goeman- Pl

Surface-Pro3 ,." ° |

m Solves the “static” PSK problem
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PPSK Enterprise Use Cases:

C I

= Legacy devices

= Supplement to 802.1X/EAP
= Replacement to 802.1X/EAP

x BYOD security
s Internet of Things (loT)

m Secure guest WLANS
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Seg m e ntati O n : I Wireless Network

SSID: AH-Employee-UK

7~ AH-Employee-UK p Authentication B User Profiles(VLAN)

N ROIe_based aCCeSS ContrOI G WPA/WPA2 802.1X (Enterprise) EMEA-Default (UK-Office) - default
fo r d I'ﬁ:e re nt g ro u pS Of u Se rS RADIUS servers for authentication: Eﬂi::;:ﬁ:; reotes)

10.128.0.220

s VLANS/IP Subnets

O Firewa” pOIiCieS User Profile Name*

EMEA-Employees

m Leverage RADIUS % o+ O
attributes
S
J Security Traffic Tunneling QoS Availability Schedule Client SLA

m Consolidate SSIDS FEo|  Frevairues
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Monitoring:

= WIPS monitoring Rogue AP List

= Rogue AP detection and
mltlgathn In-net Rogue

Il BssiD

m Layer 2 DoS and other attacks

D 02AC54C6FABA

u 80211W — Management [] 12AC54C6FA6A
Frame Protection (MFP) 1 cossariossin

| | Unauthorized | | Removed n

Vendor SSID Classification
BTWiFi In-net Rogue
BTOpenzone-B  In-net Rogue

Belkin .

International, <Y In-net R

nternational, mumimo._5GHz n-net Rogue

Inc.

Rogue Client

0

2

0

= Protection against more common
L2 DoS attacks

= Not a lot of client support
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Monitoring:

m Integrated versus Overlay @ _
] RADIUS server ) e
. WI red 802 . 1X /E AP port authentication server :mll'tlcel:lticator ?f;;tlc‘:raen?la
control for rogue protection ______ -_—

validated: open the port user/password

IS more prevalent

s Some vendor APs can also
be validated as supplicants
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ovenaLL  WRITTEN

- . PAssquDS STANDARDS PROBLEM AGREED B!VltES INCLUDE H.M:s
Polic PLAN e = e e et il i
" — APPI.ICATI[]NS uromnB A Ku “"'“’ - OPERATIONS
WasTR PR[ICEI)IIRES
SCUPE VULN[RABMW QUESTIONNAIRES RESOURCES 7 'a ..";

« General policy -SECURITY=AUD oz ! ,;Y

= Statement of Authority AT OB BT | PRACTlCES
“COMPLIANCEE:

FINDINGS ™=
INCIDENTS "

| VI O I atl O n re pO rtl n g p roce d U reS nmr: m’m Answms smcnvt nwmm HISTORICAL BU SlNESS o opm::"c’éms éfff‘muvgﬁvE‘RNA ‘WSIS

= Risk assessment & threat analysis

= Security auditing

Human beings are always the weakest link

= Functional policy
= Baseline practices
= Monitoring and response

rtified Wireless hetwerk Fra
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New Tenets of WLAN Security

s WLAN Security Troubleshooting
= Client Device Management
m Guest Management

= Future of WLAN Security
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WLAN Security Troubleshooting

= WLAN Security Troubleshooting Troubleshooting 802.1X/EAP blog

= Multiple points of failure with 802.1X

= RADIUS server does not respond
s Mismatched shared secret | |
= Misconfigured network settings o Auto Generated 20150921 16:16:02

HQ1-Revenue23

= Incorrect RADIUS ports LT User Profile  pescription Suggested Remedy

HQ-330-Floor 1 Eanlld) el read e BABIS serven Verify that the RADIUS server is up and

- InCOrreCt LDAP Credentla|S ST reachable over the network.

CC3A61C1DFDF

= Supplicant problems Case Nurmber

Assign

m Certificate issues
m Credential issues
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http://boundless.aerohive.com/blog/troubleshooting-8021xeap-connectivity-with-hivemanager-tools.html

Client Device Management

CORPORATE ISSUED

= Bring Your Own Device (BYOD) LAPTOP
= Although mobile devices initially were

intended for personal use, employees s

now want to use their personal mobile
devices in the workplace.

= Employees have expectations of being
able to connect to a corporate WLAN
with multiple personal mobile devices.

= We live iIn a BYOD world

PERSONAL
SMARTPHONE
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Client Device Management

= Mobile Device Management (MDM)

= MDM solution might be needed for
onboarding personal mobile devices
as well as corporate issued devices

m Corporate IT departments can
deploy MDM to manage, secure,
and monitor the mobile devices

#wifitrek

CWNA BYOD

Lo 2:58 P
I -

Install your MDM e
Profile s ng
Verified
. | This nsures the security
After chlwu tap; the Inslalll Pr:flle button, of yo o daica
il n m
I)_Iou <\:|Nb Iee lojcomplotathe slaps Signed TechMarketing JSS
isted below. Signing Certificate

1. Tap the Install button.

[ M |

Contal
S M Profile o ;
135 ”Z\“i More Details
v l,,' -
gﬁ ‘ v

[EI Allow user-generated content in Siri
71 LDAP . - .

E Not Configured [2] Allow iBookstore (Supervised devices only)

|| Allow installing apps

=" Calendar
L= Naot Configured [E] Allow removing apps (Supervised devices only)




@8 PAD-Demo

Client Device Management

"

Client Info (David Coleman iPhone)

= Mobile Device Management (MDM) | pavid coleman’s ipad

Y M. History
- - - - €) General Name Version Short Version Management Status Bundle Size Dynamic Size
David Coleman’s iPad
| ‘ ECur( E OV‘ Er-t ‘ E-al r rOVISIOI I I I l O AccuWeather 2.1.1 211 Unmanaged 85 Mg 8 Me
. Hardware
iPad 4th Generation {Wi-Fi} AwardWallet 2.3 Unmanaged 9 MB 488 KB

M D M rOfI |eS DeVICe restrlctlons L e andbosaion - P
- B
p Chrome 34.0.1847.18 34.1847.18 Unmanaged 48 MB B KB

@ Furchasing Educreations 1377 1.5.5 Unmanaged 12 MB 552 KB
- N Expenses 8.2.5 8.2.5 Unmanaged 46 MB 9 MB
f Security
= = —"  Daraprotection is enabled Fly Delta 199 1.2 Unmana ged 166 MB 31 MB
= Easy way to distribute root CA A
LinkedIn 7.0.1 81 Unmanaged 43 MB 2 MB
Network
o o - . ® Netflix 2101571 5.2 Unmanaged 30 M8 44 MB
Ce r I I Ca e S O r L] S e C u rI y WI Certificates NYTimes 22087.216 3.01 Unmana ged 15 MB 55 MB
2 Certificates

realtor.com  5.1.2.8798 5.1.2 Unmanaged 30 MB 76 KB

L ] L] -
m O b I I e d eVI Ce S & Profiles Twitter 5111 5111 Unmanaged 20 M8 5 ME
rofiles
AxOOTIE - =
SEE '__ T . ap Data 100 Terms of Use  Reporta map emor

Battery level

100% Capacity

:‘

= Over-The-Air Management

Global HTTP Proxy

(&) single App Mode

= Application Management

#wifitrek cu-'nF)))



Client Device Management

s Internet of Things (loT)

© (0 @

» 802.1X not always an option

s PPSK provides unique
secure credentials
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Why Provide Guest Access?

Many studies have shown that providing WLAN guest access is beneficial to your
business:

m Improved Productivity: Customers and contractors often need access to the Internet to
accomplish job-related duties. If customers and contractors are more productive, your company
employees will also be more productive.

s Customer Loyalty: In today’s world, business customers have come to expect Guest WLAN
access. Free guest access is often considered a value-added service. There is a good chance
that your customers will move towards your competitors if you do not provide WLAN guest access.
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Guest Management

Four guest WLAN common best practices include:

m Guest SSID: Wireless guest users should always connect to a separate guest SSID because it
will have different security policies than a corporate or employee SSID.

m Guest VLAN: Guest user traffic should be segmented into a uniqgue VLAN tied to an IP subnet that
does not mix with the employee user VLANS.

s Captive Web Portal: A captive web portal can be used to accept guest login credentials. More
importantly, the captive web portal should have a legal disclaimer.

m Guest Firewall Policy: A guest firewall policy is the most important component of WLAN guest
management.
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Guest Management

Different ways to skin a cat:

m Corporate SSID: Wireless guest users can be placed on the employee SSID if there is a way to
use RBAC mechanisms to isolate them with strong firewall policies.

= Still segment in a separate VLAN
= May not be acceptable for certain verticals such as finance or government

s Captive Web Portal: Captive web portals are often more trouble than they are worth and are
sometimes simply not used.

Other suggestions:
= Rate Limiting: The bandwidth of guest traffic can be throttled with a rate control policy.

s Peer Blocking: Guest users should be prevented from peer-to-peer connectivity on the guest
VLAN/subnet. This prevents peer-to-peer attacks.
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Guest Registration

uld you like to register one guest or a group visiting for the same purpose?

Guest Management r - N

L] Robust guest management Ffom:AernhivelD Manager <idmanager-no-reply@aerohive.com>

Date: Fri, 28 Mar 2014 18:59:55 +0000

I To: Metka Dragos-Radanovic <mdragos@aerchive.com=
SOIUtlonS Subject: Guest Approval Request

—

= Time based guest credentials

= Guest credential delivery printed
receipt, email, SMS
Guest Name:David Coleman

o Self—serVICe kIOSkS Emall Address: decoleman@aerohive.com
. Phone Number:
= Employee sponsorship

Expiration: 24 hours after the first login. (First login must before 2014-03-30 11:59 AM PDT).

. o Log Out Change Password View Active Guesis I

Hi, mdragos:

[Click Approve to activate access for the following guest: ]
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Guest Management

m Encrypted guest access
= PPSK
= Hotspot 2.0

= Social Login
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Future of WLAN Security

m Future replacement for PSK cloct
authentication passphrase

= Secure Authentication of

Equals (SAE)

m SAE Is a variant of Dragonfly,

SAE commit

Select
passphrase

<

a password authentication

SAE commit

key exchange based on a

SAE confirm

zero-knowledge proof <

SAE confirm
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Future of WLAN Security

= Prove you know the select

_ _ passphrase
credentials without Ijl
compromising the =
credentials

= NO forging, modification

SAE commit

Select
passphrase

<

or replay attacks

SAE commit

= No offline dictionary «

SAE confirm

attacks

SAE confirm
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Future of WLAN Security

= Prove you know the arepnrase
passphrase without Ijl
compromising the =
passphrase

= NO forging, modification

SAE commit

Select
passphrase

<

or replay attacks

SAE commit

= No offline dictionary «

SAE confirm

attacks

SAE confirm
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Future of WLAN Security

s TWO authentication Select

passphrase
message exchanges: Ijl
= commitment exchange used @
to guess password

= confirmation exchange to
prove password was

SAE commit

Select
passphrase

guessed correctly

SAE commit

s PMK is then derived «

SAE confirm

SAE confirm

= 4-WWay Handshake
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Future of WLAN Security

= Prove you know the arepnrase
passphrase without Ijl
compromising the =
passphrase

= NO forging, modification

SAE commit

Select
passphrase

<

or replay attacks

SAE commit

= No offline dictionary «

SAE confirm

attacks

SAE confirm
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((lewnp))) official Study Guide

Coming Soon: ~R pP—

-SSe{Enedeccﬁiﬂ\c/)\éSP Study Guide CWS P secono

Certified Wireless Security Professional

= Amazon preorder: Study Guide

http://amzn.com/1119211085 Eaew  DMEmieimREy
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http://amzn.com/1119211085

Questions?

| TWENTY QUESTIONS |
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Thank you!

Aerohive

NETWORKS
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