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Synopsis

Packet analysis shouldn’t be a last resort. It should be an
Integral part of any WLAN analysis procedure.
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Why a Packet Analyzer?

= 802.11 Is the language of Wi-Fi

» 802.11 is a complex protocol — strong foundation but many,
many layers

» Unlike wired networks, an inefficient physical layer (Layer 1)
leads to protocol issues that require packet analysis

m Interpreting 802.11 packets captures requires experience
and a good understanding of the 802.11 protocol
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But Don’t Just Take It From Me ...

m What'’s in Your Wi-Fi Tool Box? George Stefanick
= Spectrum Analyzer = In Wi-Fi since early 2000s
= Protocol Analyzer (packet analyzer or = Numerous certifications
sniffer) = Wireless Architect for a large healthcare

system managing 25,000+ Wi-Fi Clients
= Consultant
= Cisco VIP 2012, 2013, 2014
= Aruba MVP 2014
= Blog www.my80211.com

http://www.informationweek.com/interop/whats-in-your-wi-fi-tool-box/d/d-id/1113592
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What Can You Address with a Protocol Analyzer?

= WI-Fi is not authenticating ....

n Wi-Fiis slow ....

= WI-Fi is dropping connections ....
» WI-Fi doesn’t work

s WI-Fi is unreliable ....
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Critical Elements of a Protocol Analyzer

» High fidelity, high-speed packet capture

= Multi-channel analysis

» Long-term packet storage
= Visualization

= Analysis modules

» High-quality decodes
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Packet Capture Requires a Point-of-Presence
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But Don’t Confuse Portable with
Point-of-Presence

Portable,

but not the only way, and
maybe not the best way,
to be “present”

#wifitrek



802.11ac vs. Portable Packet Capture

1,733Mbps VS. 888Mbps

Beacen [(22.222%)
Probe Rsp (16,667 %)
Others [3.323%:)

RTS [13.233%)

VS.

CTS (13.333%)

Probe Req (2.223%:)
Ack [2.2230%)

B4 (10.000%)

What happened to my ping data?
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Remote Point-of-Presence

m As wireless approaches wired speeds, it's time to start
relying on the wire

m Distributed analysis using deployed assets — typically APs —
IS the only effective solution as wireless capabillities and

speeds grow

» The choices:
= Custom Remote Adapters
= Remote PCAP
= Remote sensors
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Custom Remote Adapters

m Specific to Savvius and OmniPeek
. |m] File

= U:CE Module: Aggregator /Roaming
U;CE Module: Aruba Remote Adapter

= Allow an AP to be put into promiscuous mode - (e modie: :

= U;CE Module: Compass Adapter

and act like a direct-connected sniffing device G Modle: Compase ot

m APs are “reconfigured” via the AP controller

SOftware Aruba Remote Ad apmrm u
= Depending on the manufacturer and the model, Name: [ HQConference Room
APs may or may not be able to continue
[ Ok ] [ Cancel ] I

sending traffic

_ertified Wareless hetwork Frafessiaral
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Remote Pcap

s A WinPcap feature that allows interaction with a remote machine to capture packets

s Simply start a capture on the analyzer and point it to the available RPCAP interfaces

m Typically not a “marketed feature” e—————
= Devices we have worked with include: E;[]M: “W
= Aerohive: Model HiveAP 120 I —
= Ruckus: ZoneFlex 7363 (requires ZoneDirector
Controller)
e [ ox ] [ cancel |
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Example
Mission-Critical Financial Trading

m All users on Wi-Fi; BYOD
m 100’s of simultaneous users
s 100’s of trades per second

m Deliver, verify that each individual gets
the same QOS to guarantee fair trading

= Single appliance solution

m 24x7 forensics data capture with
additional real-time captures to handle
spot problems
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High Density/Small Physical Footprint
Deployment

m Dense deployment — 28 APs per trading

m Sensor APs — 2 groups of 3

m Provides dedicated, 24x7 monitoring

€— 150 feet —>
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Highly Distributed, Multi-Campus Deployment

e e e e e & @

- & & & e & e

m Dense deployment ~ 28 APs per
building floor
b <L kb b kb S b
= 100’s of building floors
b kb b kb S b _ _
m Reactive capture and analysis

€— 150 feet ——>|
|
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Solving Problems with Packets

= Verifying device capabilities » |ldentifying sources of poor VoFi
= Network capabilities — look at beacons quality

= Client capabilities — look at probe = Identifying network bottlenecks

requests
= Chatty clients
m Verifying device configuration = Probe requests
= QoS enabled/disabled = Inefficient network utilization
= Beacon intervals too long/short = Wireless is slow
s CTS frames that look like duration attacks _ _ _
(10,000us duration field) = Analyzing roaming issues

_ = Sticky clients
= Troubleshooting

: T = Roaming latency
connection/authentication issues

#wifitrek CUJnF))



IT Professional Wi-Fi Trek 2015
#wifitrek




Verifying Device Capabillities
Network Capabilities - Beacons

#wifitrek

3 wWmm

ID=221 Len=24 QUI=88-58-F2 OUI Type=2 OUI SubType=1 Ve

EI'-|"' FEC5 - Frame Check Sequence

@ FCs:

Bxde9A88BA C(Colculoted

=] ‘,|"' Packet Info 2 3 HT Capability Info: %eesa1888111681111 [77-78]
@ Packet MNumber: 7 @ L L-5IG TXOF Protection Support: Not Supported
@ Flags: BxBERERERE @ 2 I o BMHz Tronsmissions In Neighboring BS5s
@ status: Bx88600000 ® .0 R
@ Packet Length: 231 @ Rotes @46MHz
@ Timestamp: a4:88:49.8655737688 18/16/2813 @ ) .
@ Data Rate: 12 5.0 fbps g ........ ockAck Operation
@ Channel: 161 ®
@ signal Level: 180% -
@ signal dBm: -38 @
@ Moise Level: a% @ ormat
@ MNoise dBm: -5 @
‘-i" [@-23] 28082.11 MAC Header Version=8 Type=%88 Subtype=%1888 Frame @
E Y 802.11 Management - Beacon @
@ Beacon Timestamp: 62298534458 Microseconds [24-31 = Y A-MPDU Parameters:
@ Beacon Interval: 186 Time Units (162 Lliseconds, and 488 @
'-i" Capability Info: % 1 [34-35] @
‘-I-' 551D ID=8 Len=14 SSID=Wild Bright AC [36-51] @
‘-I" Rates: ID=1 Len=8 Rate=6.8 Rate=9.8 Rate=12.8 Rate=18.8 Rate=
T oTIM: ID=5 Len=4 DTIM Count=@ DTIM Period=1 Bitmap Control=% .,
™ 0BSS: ID=11 Len=5 Station Count=1 Channel Utilization=1 Avai = § YHI Subported MCS Set
ST HT Cap:  ID=45 Len=26 HT Capability Info-%@000108011101111 A-MP B ¥ Rx MCS Map: N ) S
" HT Info: ID=61 Len=22 Primary Channel=161 HT Operation Element g P j i RIS
¥ Extended CapabilitiesID=127Len=8 Extended Capabilities-%86000000 e morted HCS - LSS S S
'-l" VHT Capabilities elementID=191Len=12 VHT Capabilities Info=%@2808 @ .;;:.'—FT.':‘ . o ;‘-r-:.i-' 2 %y 3, B A 8,
‘-l" VHT Operation elementID=192ZLen=5 VHT Operation Information=Chann =] pporte 5 :.‘-:-r provi
W~ VHT Transmit Power EnvelopelD=195Len=4 Transmit Power Informatio @ pporte 5 For provi
‘-i" WPS ID=221 Len=24 QUI=88-58-F2 QUL Type=4 Version=8x18 Wi- ] pporte 5 For provi
'-|"' Vendor SpecificID=221Len=9 OUI=@88-18-18 Value=(&6 bytes) [19&8-28& ] Jpporte: 5 For provi
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Verifying Device Capabillities
Client Capabillities — Probe Reqguests

=] 1‘ B87.11 Management - Probe Response

@ Probe Timestamp:
@ Beacon Interval:

5 Y capabilif)

LI IIIITITITITITITIT T
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Info:

62294733486 Microseconds [24-31]
188 Time Units (182 Milliseconds, and
xoogooaoopeaEERal [S4-55]
Fr
o
P
.
g..
..... ..
...... g.
....... g

. Chao

7 Agility
. PBCC Not Allo

Privacy Diso

........

R o
488 Microsecaonds)

[32-33]

4

B Y ssID

@ Element ID:
@ Length
@ sSsID
= Y supported Rates
Element ID:
Length:

LI LLTLLLT LI

Supported Rate:
Supported Rate:
Supported Rate:
Supported Rate:
Supported Rate:
Supported Rate:
Supported Rate:
Supported Rate:

@ Ss5ID [
14 [37]

Wild Bright AC [38

1 Supported Rate
8 [53]

6.8 Mbps (B55 B
9.8 Mbps (Not B
t}z.e Mbps (B55
18.8 Mbps (Not
24.8 Mbps (B5S
36.8 Mbps (Not
48.8 Mbps (Not
54.8 Mbps (Not

)
) [58]
BSS Rate)
B5%% Rate)
BSS Rate)



Verifying Device Configuration

QoS
= 882.11 MAC Header
@ Version: @ [@ Mask 8x@3]
@ Type: %18 Doto [@ Mask @xd
@ Subtype: %1038 (o5 Dota [8 Mask 8xFa
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Verifying Device Configuration
Beacon Intervals

El‘-I" 802.11 Management - Beacon
@ Beacon Timestamp: 622956480858 Microseconds [24-31]
@ Beacon Interval: 186 [32-33
= ;-F Capability Info: *E000000000000081 [S54-55]

P Beereeee vveenue.. Immediate Block Ack Not Al e

o B .uves cuene-.. Deloved Block Ack Not ALLowe

) & DS55-0FDM 15 Not ALlowe

o I No Rodio Measurement

P - P APSD is not supporte

P S - T G Mode Short SLot Time [28 microseconds
P Y - QoS is Not Supported

P - . - . 1 .
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Verifying Device Configuration
CTS Excessive Duration

= Y Packet Info

@ Packet Number: 1@
@ Flags: Ax08383801
@ Status: Bxe0a00800
@ Packet Length: 14
@ Timestamp: 23:87:55.313722188 1171972812
@ Data Rate: 12
@ Channel: 149 882.11a
@ signal Level: 36%
@ signal dBm: -59
@ Noise Level: B8%
@ Noise dBm: -G8
@ Expert:
= Y 882.11 MAC Header
@ Version: @ [@ Mask 8x83]
@ Tvpe: %81 ontrol [@ Mask @x8C]
@ Subtype: %1108
= 4 Frame Control Flags: ®@bbleees |1
@ ... ...
@ Y R |
@ 1
@ a..
@ .8. t or Unfrogmen
] .8. Not agn Exit from m
@ @ Not to the Dist
@ Duration: 188686
B3 Recelver: BBIEF:BD:B3:8C:49 Geo (15co Fhone [4-9]
= FC5 - Frame Check Seguence
@ FCs: BxA20BCEEBD Colculoted
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Troubleshooting Connection/Authentication Issues

Authentication — EAPOL Key Exchange

STA

<€

ANonce

STA constructs
the PTK

SNonce + MIC

GTK + MIC

>

AP constructs
the PTK

Ack

>

The AP sends a nOnce key to the

STA

The STA sends its own nOnce key

to the AP with a Key MIC

The AP sends the key data with

another MIC

The STA sends a confirmation to

the AP

= Y EAPOL - Key
@ Type:
‘-[" Key Information:
@ HKey Length:
@ Replay Counter:
@ Key nOnce:
@ EAPOL-Key Iv:
@ Key RSC:
@ Key ID:
@ Key MIC:
@ Key Data Length:

= Y EAPOL - Key
@ Type:
'i" Key Information:
@ Key Length:

@ Replay Counter:

= Y EAPOL - Key
@ Type:

@ Y Key Information:

@ Key Length:
@ Replay Counter:
@ Key nOnce:
@ EAPOL-Key IV:
@ Key RSC:

{ey ID:
y MIC:

@ Key Data Length:

@ Key Data:

B Y EAPOL - Key

@ Type:

254 WPA key descriptor [36]
woopooeeeleesleal [37-338]
32 TKIP [39-48]

8027 [41-48]

[B1-96]
exeeoo000000000000 [07-104]
BxeaecbeaEEEREEE88 [1085-112]

@x5FCFCFB61936365CB8F2E4DFEESACFECI3FAFALTESDS2A2DD2F7086464D

ax

(aptaladatabatatatate et et tate )
8x0808000060000000
8x9826181E57DF8@9B9BFD11B6E813718C

254 WPA key descriptor [36]
*xeep0ee1118108001 [Z7-38]
32 TKIP [39-48]

8029 [41-48]
8x18E53C7DC18DF
@x18ES3C7DC18DF
ex1lABeEE0202000000
exeeeprEeRERE02000
@xEC283AB8313F3E1RCR424CACEBF2@F98C
32

Bx278EAS526DFCA2A4BEBE141BE7370D0D6EBA72416410AD1AEFSICABST 2481

E444D27212FDB8827845348A1E3FF1B1ABDBDEGE3T1
E444D27212FDBBE2

254 WPA key descriptor [36]

E|'-i" Key Information: %200000110006000081 [
o
- . - @
3 {8 5ymbol AP #jClient Computer £ symbol AP EAPOL-Key : 8
4 WjyClient Computer £ Symbol AP £ Symbol AP EAPOL-Key ¢
5 {H5ymbol AP ¥jClient Computer £ Symbol AP EAPOL-Key e
6|7 Client Computer s Symbol AP iy Symbol AP e
@ Key Length: 32 TKIP [39-48] .
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Protocol
¥ 6711
W RTCP

ISP

ldentifying Sources of Poor VoFiI Quality

m RTP packets (G.711)
» Overall VoIP analysis

m Jitter, packet loss, latency

Y Percentage Bytes
. 1,386,826

| 0.107%% 1,560

| 0.437% 6,341

#wifitrek

Packets

5,827
12

Call Mumber .« | 55RC

Mame

5.711 10.10.1. 232:safetynetp<—10....

End Cause

Codec Media Type
G. 711 pdaw

1 000018BE G.711 10.10. 1. 232:safetynetp—=10.... BYE G.711 pHaw Voice
Details M
Mame | Value Mame | Value
Call Mumber 1 Mame G.711 10.10.1.232;safetynetp<--10,10.1,200: 12242
Flow Index 2 From “3CXPhone”<sip:200@10. 10.1.200:5060=;tag=34f1106
SSRC 39429864 To =sip:2745495@10. 10, 1. 200: 5060 >
Flow ID 2 Call ID OGZIZDKSMT AzMNjgMzdiY zhhZGFmZjAINT YO 2UwMmE.
Caller Address 10.10,1,232 End Cause BYE
Caller Port 40000 safetynetp Signaling SIP
Callee Address 10,10, 1,200 Protocol G711
Callee Port 12242 Codec G.711 pHaw
Gatekeeper Address Bit Rate 64000
Gatekeeper Port Media Type Voice
Source Addr 10.10.1.200 Setup Time 0.002733
Source Port 12242 POD 3.185682
Dest Addr 10.10.1.232 Start 10132009 12:42:56
Dest Port 40000 safetynetp Finish 10/13/2009 12:43:52
Media Packets 3054 Duration 55.496566
Media Frames 122160 One-Way Delay 0.147000
acket Loss % 3,564
R Factor Listening 64 Jitter
R Factor Conversational 61 MO510Q
R Factor G.107 61 MO5-CQ
R Factor Mominal 93 MOS-PQ
V5-A0) MOS5-Mom
V5-MQ MOS-A
V5PQ MOS-AV
V5-TQ MOS-¥

Lertifiad v
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ldentifying Network Bottlenecks

» Chatty/probing clients, i.e. phones
= [nefficient network utilization

m Wireless iIs slow
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Chatty Clients

==
» .
&0 Omndes —— — - -

P-V-Hey AN LD 8L * i g il @ .52

&
Saa Fage Captere 3 = Meame Saine

Packets recetvedt: 43 592 Boffcr unage: 0%

i

- D) = : A

-

voce & ¥deo Fange v Sored  Cetafate 30231 Fage e

e s 1. ¢

Arav.e Tone FPratocel

»»»»»

£
S 444

Por rta peeie ¥3 9 reone

fée €M View Captre Send Mosdor Tooh  WinSow el WBA? et OmmniPeek

7acheh tidmvea 102 Toes vabe: O Actept orfy Dadets makteg oe Ser SiariSeotse

1=%e D Uokagy Btarnal Wrwbens Onancwet § - 2037 Wtz ingl Packers 129 Cuwrstion: 0@ty

Device On — Unassociated

= Larger frames, low data rate, fewer
packets

s ~250usec/frame

http://www.sniffwifi.com/2012/04/phones-on-wlan.html
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S1aa Fage Captere 3 < Ieame Sate
Packets recetved: 43,370 Boffer unage 0%
Packets Bilevedt 229 Toes vate L0 Actest orfp Sasets mattvg ore S Siarilevasre

Py
- An ) e H SR e N
oce A Weo Fags Crawwes Sored  Cetafate 502 11 Fage e

A ARG s 000N
P I I

Fachet Info sce e L 3>=OxTCO2C00L peGR0000000 Pecke 3 2
027.15 MAC Masdar Versiooed Type-t0l SehitypeeAIl0l DurationeO R LT -

i
i
444

123 WD Uy Extarral Warebens Crarcet § - 2437 MM gl Packets 229 Curstion: 02120
Por Pta. peeic ¥3 W) recns

Associated

= Smaller frames, higher data rate, more
packets

= ~lusec/frame
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Inefficient Network Utilization

&Y OmniPeek &> OmniPeck
File Edit View Capture Send Monitor Tools Window Help i File Edit View Capture Send Monitor Tools Window Help
HEOR & R = I = T E i g ) 9 i [ | @ 0 = B 2 ;o O
(P HSLERRDEES SR TISENE SR 06 B U-AAERDRE N 6 s T2 3 Y.
4 Alarms Start Page Capture 1 Capture 1 - Packet #65 4 Alarms Start Page Capturel 3 Capturel - Packet #85
& = ||[E]|[ex] EYR LI Packets received: 47,857 Buffer usage: 4%
_ v -
3 Packet Info Packet Number=65 Flags=6 Status=@ Packet Length=358 Timestamp=15:50:85.672250000 85/29/2614 Dat Packets filtered: 17,314 Filter state: @@ Accept only packets matching one filter
¥ ore-231 802.11 MAC Header Version=@ Type=%@@ Monagement Subtype=%@181 Probe Response Duration=6@ Microseconds Destination=Bens Loptop § E?v‘ Enter a filter expression hers {uss F1 for help)
=] T‘ 882.11 t - Probe Response hboard — B N
@ Probe Timestamp: 11761949141561 D"’: o 5+ da s [|EE|E]E | QB Y- IBEdY 2k
. Time Units letworl -
& Beacon Interval: 169 Tine Units Voice & Video Packet | Transmitter Recaiver BSSID Flags | Signal... | Data...| MCS| SpatislSt..| Size | Protocol
r Capability Info-%@eo@0l00081100081
7 SSID ID=@ S Len=3 SSID=R&T Apdex 15777 Wi Bens Laptop @Rough & Tumble AP @Rough & Tumble AP -49 6.8 1 28 8@2.11 Null Data
s Rate=12. Mbps Rate=18.8 Hbps Rate=24.8 Mbps Rate=36.8 Mbps Rate=48.8 Mbps Rate=54.¢ Compass 15778 i Bens Laptop _ # -57 5.8 1 14 582.11 Ack
Capture 5 Rough & Tumble AP 45 Rough & Tumble AP 2 Encrypted
" CEPS= ID=4 (FPS: Len=6 CFP Count=@ CFP Period=2 CFP Max Dur=@ CFP Dur Remaining=@ * Padkets 15786 @jBens Laptop C 1
¥~ RSN= ID=48 RSN: Len=2@ Version=1 Group Cipher QUI=B@-8F-AC Group Cipher Type=4 Pairwise Cipher Count=1 AuthKey Mngmnt Count=1 Log 15781 HiBens Laptop B Rrough & Tumble -8 1
T HI Cap= ID=45 HT Cop: Len=26 Filters 15782 #jBens Laptop # -59 24.8 1 14
(=] ‘_i" HT Information Expert 15783 #JBens Laptop @Rough & Tumble AP @Rough & Tumble AP WA -42 388.e 15 2 186
@ Element ID: 61 HT Information [112] Clients/Server| 15784 @Rﬂugh & Tumble AP ®jBens Laptop @Rnugh & Tumble AP WA -61 243.8@ 14 2 1284 Encrypted
@ Length: 22 [113] Flows 15785 #jBens Laptop @Rough & Tumble AP # -49 24.9 1 34 882.11 BA
@ Primary Channel: 4@ [114] Applications 15786 &jBens Laptop @Rnugh & Tumble AP # -49 24.8 1 20 882.11 RTS
‘-r HT Info Element 1=-%86888111 Web 15787 &y Bens Laptop # -59 24.@ 1 14 382.11 CTS
B ¥ HT Info Element 2: %@000000000000100 Servers Bens Laptop «5 Rough & Tumble AP #5 Rough & Tumble AP mm _m 802.11 Encrypted ... |
Pure HT (No Protection) - ALL 5TAs in the B5S are 2@8/48 MHz HT Clients 15789 @Rough & Tumble AP #yBens Laptop 3 -59 24.@ 1 34 862.11 BA
5T, One or more HT 5TAs are Not Greenfield Capable Pages 3 15798 ®iBens Lavptoo &% Rough & Tumble AP B Rough & Tumble AP -43 6.8 1 28 882.11 Null Data
€] Limit: No Limit Requests B ,
9 s: Use of Protection for Non-HT STAs Not Needed Voice & Video T Packet Info Packet Number=15779 Flags=@ Status=8 Encrypted Packet Length=136 Timestamp=15:54:84.2743320€
- @ Calls 802.11 MAC Header Version=8 Type=%1@ Doto Subtype=%188@ (o5 Doto Duration=48 Microseconds Destination=Bens Loptop BSSID=Rough
B " HT Info Element 3-%6000000660000000 ) ) ) Media 802.11 Encrypted Data IV=8x1F8886 Extended IV=8x880086080 Encrypted Data=(98 bytes)
-r Basic MC5 Set Rx Bitmask b16-b23=%08880088 Rx Bitmask b24-b31-%00800008 Rx Bitmask b32-b39-%00080000 Rx Bitmask bd4d-b47-=%80000000 Rx Visuals FCS: F(S=8xP2B8476E Colculated
i’\!enaor Specific ID=221 Vendor Specific Len=3@ OUI=8@-9@-4C Epigrom Data=(27 bytes) Peer Map
-]"Venaor Specific ID=221 Vendor Specific Len=26 OUI=88-9@-4C Epigrom Data=(23 bytes) Graphs
T Vendor Specific ID=221 Vendor Specific Len=5 OUI=8@8-58-43 Marusll Data=(3 bytes) Statistics
rm ID=221 Len=24 OUI=88-5@8-F2 / t OUI Type=2 OUI SubType=1 Porometer Element Version=1 Summary
i"m ID=221 WP5 Len=122 QUI=B@-5@-F2 Microsoft OUI Type=4 Version=8x1@ 1.0 Wi-Fi Protected Setup=2 Configured Response Type=8x83 AF UUID-| Nodes
T' [el FCS: FCS=@x47608A21A Calculated Protocols
—-—e e

Probe response Data transmission
= Pure HT mode = Some HT clients still using protection

= No protection should be used (no = Unnecessary mgmt packets @ 24Mbps
RTS/CTS) diminish WLAN efficiency

http://www.sniffwifi.com/2014/05/why-are-you-slowing-down-my-wifi-apple.html
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Wireless Is Slow - Retransmissions

Pa...  Source Destination ESSID Flags | Size Bar
1949 iy 18.8.8.175 ¢ 18.4.58.73 EPProximkire:4F:1B:86 50 ;
1958 'y 18.8.8.175 i 18.4.58.73 EPProximkire:4F:1B:86 50 ; - o
1951 f 18.4.58.73 i 18.8.8.175 EYProximiire:4F:18:0¢ B02.11 Dat= : TCP HTTP . B { Frame Control Flags: %@eeelele [1]
1952 'y 18.4.58.73 i 18.8.8.175 EPProximkire:4F:1B:86 3t ; TCP HTTP ) ... v... Non-strict order
1953 'y 18.4.58.73 ¢ 18.8.8.175 EPProximiire:4F:1B:86 1T Data @ B.. .... Non-Protected Fraome
1954 ¢ 18.4.58.73 i 18.8.8.175 EPProximkire:4F:1B:86 §02.11 Datz ; TGP HTTP h -
1955 iy 18.4.58.73 W 18.8.0.175 EPProximWire:4F:1B:06 B0Z.11 Datz p TCP HTTP @ ..8. .... No More Datao
1956 i 18.4.58.73 i 10.8.0.175 HProximiire:4F:1B:06 B02.11 Dat2 : TCP ATTR ] ...® .... Power Monogement gctive mode
1957 ' 18.4.58.73 4 18.5.8.175 HPProximiire:4F:1B:@¢ B0Z.11 Dtz ; TCP ATTP @
1958 iy 18.8.8.175 i 18.4.58.73 HPProximiire:4F:1B:06 e e =
1959 i 18.8.8.175 ' 18.4.58.73 HPProximiire:4F:1B:@¢ e el (o @ ve-w B.. Laost or Unfrogmented Frame
1966 i 16.8.6.175 g 18.4.58.73 ERProximiire:4F:1B:86 o Rl = R P wvee. ..1. Exit from the Distribution System
1961 ' 18.4.58.73 W 18.8.8.175 I}?Prnx:i.mh':i.re:rlF:lB:ElE 02.11 Datz ; TCP ATTe @ G Not +o the Dictribution Svstem
1962 ' 18.4.58.73 i 10.8.0.175 HPProximiWire:4F:1B:06 02.11 Datz ; TCP ATTe et ommeE - =S REML AR S b
1963 ' 18.4.58.73 i 18.8.8.175 HPProximiire:4F:1B:0¢ 502.11 Dat= ; TCP ArTe
1964 ' 18.4.58.73 i 10.8.0.175 HYProximiire:4F:1B:06 502.11 Dat= ; TCP ArTe
1965 'y 18.8.8.175 W 18.4.58.73 EPProximkire:4F:1B:86 i ek
1966 'y 18.4.58.73 i 18.8.0.175 EPProximkire:4F:1B:86 B02.11 Dat2 ; TCP HTTP
197 bd 1@_.4 58 .73 W 1A 8. a 175 EBProvimlicre 1 AF 1R AF [B07 i Dats 1P TCP THRE
Packet  Relative Time IP ID | Expert il Packet = Relative Time IPID | Expert -~
1 0.000000 3295 U 1 0.408702 3306 =
2 0.091011 18563 12 5.419631 3314 T
3 0.091014 3300 Vi 13 5.420315 3314 %
- 4 0.091017 3301 J// 14 5.421547 3314 i
| 5 0,185298 13571 /’l 16 7.830755 3316 TCP Retransmission (2.409208 seconds from pack... E
[} 0.188321 13572 / 17 7.831347 3316 -
7 0.189393 3305 ,/) / 13 7.832358 3316 §
8 0,274432 18573 ,’// 19 8.094958 19690 ;
| 9 0.408863 3308 // 20 8.095627 3317 TCP Retransmission {2.674080 seconds from pack... E
10 5.421561 3314 y il 8.201915 19696 =
12 7.832377 3316 TCP Slow First Retransmission (2.410816 seconds ... 22 8.207849 19697 =
- 13 8.094537 19690 23 8.2058364 19697 E
= 14 8095555 3317 TCP Retransmission (2.673958 seconds from pack... ’_,,// 24 8.209149 19657 =
I 15 8.201252 19596 _— 25 8.210565 19697 ;
15 8,207219 19697 28 8.213458 19097 i
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Analyzing Roaming Issues Gl cowar wewar  naows
m Sticky clients é! Data ‘
= Clients make poor roaming decisions S » Probing |
= Look for: signal strength and lower-than-expected data rates - —
A 802.11 Auth
m Roaming latency - 802.11 Assoc
i -
= Criteria for determining latency depends on your perspective i o
Roam
Time? < ;
Pa... Source Destination BS5ID Flags = Channel Signal | Data Rate | Size Bar Relative Time

. 66.248.222.36 3C:FALAB

¥ 108.258.1.122

2 W 66.248.222.36 4 10.250.1.122 WPCisco:3C:FA:AG 1 GE% s4.0 el 8.378989
o~
. [ .
Mame MAC P Time Latency (sec) Source AP Destination AP Source Channel Destination Cha...
Intel:4B8:23:93 00:1C:BF:4B8:23:93 66.2458.222.36 11:22:26.997 2/11/2008 10.615 Cisco:FC:07:E6 Cisco: 3C:FA AB 11-2462MHz (... 11-2962MHz (...
Intel:4B8:23:93 00:1C:BF:4B:23:93 06.2458.222.36 11:24:01.409 2/11/2008 0.370 Cisco:3C:FAAG Cisco: 3C:FA: A 11-2462MHz (... 1-2412 MHz (bg)
Intel:48:23:93 00:1C:BF:4B:23:93 55.2458.222.36 11:24:01.730 2/11/2003 2,567 Cisco:3C:FAIAG Cisco: 3C:FA: AB 1-2412MHz (bg) 11-2462MHz (...
HonHaiPrec:45:80:02 00:16:CE:45:80:02 72.246,103.498 11:37:53.441 2112008 9,002 Cisco:CE:BE:AG CiscoCE:BE:AG 1-2412 MHz (ba) & - 2437 MHz (bg)
HonHaiPrec:45:80:02 00:16:CE:45:80:02 216,252,124, 207 11:38:02.443 2112008 0:06:28.908 Cisco:CE:BE:AS CiscoCE:BE:AG 6-2437MHz (ba) 1- 2412 MHz (bg)
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Summary

m Packet analysis Is an essential part of any wireless
engineer’s toolkit

= [N many cases packets are the ONLY way to determine the
root cause of an issue

m Packet analysis doesn’t always involve just looking at the
packets themselves

m Don’'t assume portable, in-person analysis Is your only
choice
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