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Synopsis

Packet analysis shouldn’t be a last resort. It should be an 

integral part of any WLAN analysis procedure. 
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Why?
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Why a Packet Analyzer?

 802.11 is the language of Wi-Fi

 802.11 is a complex protocol – strong foundation but many, 

many layers

 Unlike wired networks, an inefficient physical layer (Layer 1) 

leads to protocol issues that require packet analysis

 Interpreting 802.11 packets captures requires experience 

and a good understanding of the 802.11 protocol
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But Don’t Just Take It From Me …

 What’s in Your Wi-Fi Tool Box?

 Spectrum Analyzer

 Protocol Analyzer (packet analyzer or 

sniffer)

 Site Survey

George Stefanick

 In Wi-Fi since early 2000s

 Numerous certifications 

 Wireless Architect for a large healthcare 
system managing 25,000+ Wi-Fi Clients

 Consultant 

 Cisco VIP 2012, 2013, 2014

 Aruba MVP 2014 

 Blog www.my80211.com

http://www.informationweek.com/interop/whats-in-your-wi-fi-tool-box/d/d-id/1113592

http://www.informationweek.com/interop/whats-in-your-wi-fi-tool-box/d/d-id/1113592
http://www.my80211.com
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What Can You Address with a Protocol Analyzer?

 Wi-Fi is not authenticating ….

 Wi-Fi is slow ….

 Wi-Fi is dropping connections ….

 Wi-Fi doesn’t work 

 Wi-Fi is unreliable …. 
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Critical Elements of a Protocol Analyzer

 High fidelity, high-speed packet capture

 Multi-channel analysis

 Long-term packet storage

 Visualization

 Analysis modules

 High-quality decodes
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How? Where?
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Packet Capture Requires a Point-of-Presence
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But Don’t Confuse Portable with 

Point-of-Presence

Portable, 

but not the only way, and 

maybe not the best way,  

to be “present”
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802.11ac vs. Portable Packet Capture

1,733Mbps 433Mbpsvs.

vs.

What happened to my ping data?

866Mbps

http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=1jorc68Wass5lM&tbnid=oC0nQNTShqzUEM:&ved=0CAgQjRwwAA&url=http://www.wlanpros.com/802-11ac-packet-analysis-finally-arrives/&ei=6JEzUpH_KqK6igKbiIHgDQ&psig=AFQjCNGmSILpv0BrlQpmAKOQsOa6Et8DYA&ust=1379197800760696
http://www.google.com/url?sa=i&source=images&cd=&cad=rja&docid=1jorc68Wass5lM&tbnid=oC0nQNTShqzUEM:&ved=0CAgQjRwwAA&url=http://www.wlanpros.com/802-11ac-packet-analysis-finally-arrives/&ei=6JEzUpH_KqK6igKbiIHgDQ&psig=AFQjCNGmSILpv0BrlQpmAKOQsOa6Et8DYA&ust=1379197800760696
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Remote Point-of-Presence

 As wireless approaches wired speeds, it’s time to start 

relying on the wire

 Distributed analysis using deployed assets – typically APs –

is the only effective solution as wireless capabilities and 

speeds grow

 The choices:

 Custom Remote Adapters

 Remote PCAP

 Remote sensors
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Custom Remote Adapters

 Specific to Savvius and OmniPeek

 Allow an AP to be put into promiscuous mode 

and act like a direct-connected sniffing device

 APs are “reconfigured” via the AP controller 

software

 Depending on the manufacturer and the model, 

APs may or may not be able to continue 

sending traffic
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Remote Pcap

 A WinPcap feature that allows interaction with a remote machine to capture packets

 Simply start a capture on the analyzer and point it to the available RPCAP interfaces

 Typically not a “marketed feature”

 Devices we have worked with include: 

 Aerohive: Model HiveAP 120

 Ruckus: ZoneFlex 7363 (requires ZoneDirector

Controller)
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Example

Mission-Critical Financial Trading

 All users on Wi-Fi; BYOD

 100’s of simultaneous users 

 100’s of trades per second 

 Deliver, verify that each individual gets 

the same QOS to guarantee fair trading

 Single appliance solution

 24x7 forensics data capture with 

additional real-time captures to handle 

spot problems

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=TnzC_5YjRGpfyM&tbnid=XF7tZI_r6BPXwM:&ved=0CAUQjRw&url=http://www.businessweek.com/articles/2013-08-29/explaining-the-pain-in-emerging-markets&ei=s2DZU_H9E-LTiwK8ioHYBA&bvm=bv.72185853,d.cGE&psig=AFQjCNGdnn2mqPZIeWPyuhRnvT4fgDldOw&ust=1406841392573098
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=TnzC_5YjRGpfyM&tbnid=XF7tZI_r6BPXwM:&ved=0CAUQjRw&url=http://www.businessweek.com/articles/2013-08-29/explaining-the-pain-in-emerging-markets&ei=s2DZU_H9E-LTiwK8ioHYBA&bvm=bv.72185853,d.cGE&psig=AFQjCNGdnn2mqPZIeWPyuhRnvT4fgDldOw&ust=1406841392573098
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High Density/Small Physical Footprint 

Deployment

 Dense deployment – 28 APs per trading 

floor

 Sensor APs – 2 groups of 3

 Provides dedicated, 24x7 monitoring

300 feet
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Highly Distributed, Multi-Campus Deployment 

 Dense deployment ~ 28 APs per 

building floor 

 100’s of building floors

 Reactive capture and analysis

300 feet
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When?
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Solving Problems with Packets

 Verifying device capabilities

 Network capabilities – look at beacons

 Client capabilities – look at probe 

requests

 Verifying device configuration

 QoS enabled/disabled

 Beacon intervals too long/short

 CTS frames that look like duration attacks 

(10,000ms duration field)

 Troubleshooting 

connection/authentication issues

 Identifying sources of poor VoFi

quality

 Identifying network bottlenecks

 Chatty clients

 Probe requests

 Inefficient network utilization

 Wireless is slow

 Analyzing roaming issues

 Sticky clients

 Roaming latency
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When?

Examples
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Verifying Device Capabilities

Network Capabilities - Beacons
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Verifying Device Capabilities

Client Capabilities – Probe Requests
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Verifying Device Configuration

QoS
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Verifying Device Configuration

Beacon Intervals
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Verifying Device Configuration

CTS Excessive Duration
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Troubleshooting Connection/Authentication Issues
Authentication – EAPOL Key Exchange

 The AP sends a nOnce key to the 
STA 

 The STA sends its own nOnce key 
to the AP with a Key MIC

 The AP sends the key data with 
another MIC

 The STA sends a confirmation to 
the AP
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Identifying Sources of Poor VoFi Quality

 RTP packets (G.711)

 Overall VoIP analysis

 Jitter, packet loss, latency
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Identifying Network Bottlenecks

 Chatty/probing clients, i.e. phones

 Inefficient network utilization

 Wireless is slow
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Chatty Clients

Device On – Unassociated

 Larger frames, low data rate, fewer 
packets

 ~250msec/frame

Associated

 Smaller frames, higher data rate, more 
packets

 ~1msec/frame

http://www.sniffwifi.com/2012/04/phones-on-wlan.html

http://www.sniffwifi.com/2012/04/phones-on-wlan.html
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Inefficient Network Utilization

http://www.sniffwifi.com/2014/05/why-are-you-slowing-down-my-wifi-apple.html

Probe response

 Pure HT mode

 No protection should be used (no 
RTS/CTS)

Data transmission

 Some HT clients still using protection

 Unnecessary mgmt packets @ 24Mbps 
diminish WLAN efficiency

http://www.sniffwifi.com/2014/05/why-are-you-slowing-down-my-wifi-apple.html
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Wireless Is Slow - Retransmissions
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Analyzing Roaming Issues

 Sticky clients

 Clients make poor roaming decisions

 Look for: signal strength and lower-than-expected data rates 

 Roaming latency

 Criteria for determining latency depends on your perspective
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Summary

 Packet analysis is an essential part of any wireless 

engineer’s toolkit

 In many cases packets are the ONLY way to determine the 

root cause of an issue

 Packet analysis doesn’t always involve just looking at the 

packets themselves

 Don’t assume portable, in-person analysis is your only 

choice



IT Professional Wi-Fi Trek 2015

#wifitrek

Thank You!

Savvius, Inc.

1340 Treat Boulevard, Suite 500

Walnut Creek, CA  94597

(925) 937-3200


