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Introduction

Joel Crane, CWNA, CWAP

Human Interface (support, training, and customer advocate) at metageek

Twitter: @FuelCellWiFi
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2.4 GHZ IS DEAD.
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Is 2.4 GHz Really Dead?

m2.4 GHz is tiny compared to 5 GHz

Entire Usable 2.4 GHz Band *

*About three 20 MHz channels.
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Is 2.4 GHz Really Dead?

mTons of 802.11 congestion
mTons of non-802.11 congestion

Co-Channel Adjacent-Channel Non-Wi-Fi

%@8H!?
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Is 2.4 GHz Really Dead?

mRF propagates really well
mThat isn't necessarily a good thing...
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2.4 GHz sounds pretty dead.
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2.4 GHz is PEAD
UNDEAD
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2.4 GHz is Undead

«Adjacent-channel interference runs rampant, unchecked
«Legacy data rates and 802.11b protection mechanisms limp
and crawl

sScreaming, snarling transmit power keeps us on edge
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2.4 GHz is Undead

mCheap, single-band elients zombies
ot |0z

mRTLS

mSOHO

mP2P, P2ZMP Links
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Motorola Moto G (3rd Generation) - Black - 8 GB -

A ZOm ble Global GSM Unlocked Phone

by Motorola
TYryryryr ~ 160 customer reviews | 54 answered questions

EYRNEE TR in Unlocked Cell Phones

A0 0 Price: $179_99 'w'pl'l-me
In Stock.

Ships from and sold by Amazon.com.

m20175 Moto G

mb/g/n only
m NO one cares

Want it Friday, Sept. 18? Order within 3 hrs 37 mins and choose Two-Day Shipping
at checkout. Details

Style: Phone
n SerIOUSIy; no One Phone Phone and Power Bank
Ca reS Color: Black

§| E

« Advanced water resistance
13 MP camera which includes a color-balancing dual LED Fiash
« 5" HD display; Brilliant display quality and the strength of Corning® Gorilla® Glass
« Quad core processing power in a great value product
« 5MP rear camera with a VGA front facing camera
« Great 24hr battery performance with a 2470mAh battery
« Expandable memory; Slot for an optional mircoSD card with up to 32 GB capacity.
« 4G LTE Speed, Browse, stream music, watch video, and play games at blazing
speed.

_ertified Wareless hetwork Frafessiaral
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Smarter right out of the box

M O a r Our no-contract phones use WIFi in the home, office or anywhere else as the primary network for calls, texts and data.
And if there isn't any WiFi around? No problem, your Republic smartphone automatically switches itself over to cellular so

Z O m b i e S you can stay connected.

moto e

(2nd Gen.)

moto x

{2nd Gen)

MOTO E (2ND GEN.) SPECS; MOTO X (2ND GEN.) SPECS:

v 3G + 4G LTE Data

v 8GE Internal Memory with
removable storage options

v Android™ Lollipop® 51

v SMP Tap-to-Focus Camera

v 45" gHD Display

v 3G + 4G LTE Data

v 16GB Intemal Memory

v Android™ Lollipop® 5.1

« 13MP Tap-to-Focus Camera
v 52" AMOLED Full HD Display
v Black, White or Design Your

v Black, White with removable Own
Color: .O Motorola Bands Calor: . O
More Information
Capacty: 8GB Mare Information Capacity: 16GB Accessories
Accessories

C\ 32GB avallable
BUILD YOURS >

43 *k k% (741)

Ships in 2-3 days Ships in 2-3 days
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Zombie 2x2 b/g/n
‘-  4—— garbage awful ugh
| oh the hortar

#wifitrek



Another Zombie

Distro

Manufacturer ¢ Name ¢ Hardware description B o WOt oM M ko
Doblan ¢ Raspbian ¢ Other o Wohub mode  hoc

3C0OM 3CRUSB10075  ZyDAS zd1211rw ? ? ? ) 2 9
Wh Created

° W-3S018LK Ralink RT5370 ; eezy e
preinstaliod, but
mRaSpDerr | apters sttt ol o
7DayShop Technology Corp.) stops after 3-4 7 » Rev 2 ? 7 Interfaces’
o Y i hours even with \

. MOStly 1X1 b/g/n ;vSmBLKrwm :;E:r:; rl:dn?nghg‘gm:;] ,,.:,:B,,,,r ;:ﬁ:vt;:n?
m Rarely, 2x2 b/g/n —

Minatura WiF) nstatied
Adafruit Moadute, Roaltek ATLE192cy = preinstatied e Sometimes ? ?
m No dual-band adapters pansotes openeiec
oA va.05
preinstalied
ALFA Natwork Squoeze Install
AWUSO3IBNEH  Ralink RT3070 7 7 7 7 7
inc ; firmware-raink
Arch use
ALFA Network Wheezy instal nstad
AWUSO36NH  Ralink RT3070 n2800usb ? ? ?
inc firmware-ralink  aircrack-ng
module
ALFA Natwork s 4 mstal This product
(500mW Ralink AT3070 ? ? ? ? ? AR
Inc. 4 alrcrack-ng & end-ol-iite,
version)
ALFA Network AWUS036H Instal This product
Raaftok 81871 ? ? Rav 27 ? ? o
Inc (TW version) Qircrack-ng % end-ol-iife.
Power; Pi
toes not boot
ALFA Network nslat with adapter
AWUSO3ENHA Atheros ARI271 ? ? Sometimes ? ? P
Inc. QCTRCK-NG nserted,
nsert after
boot
ALFA Notwork
m"c' AWUSO36NHR | Realek RTLE188AU ? Yes ? Sometimes = ? ?
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5 GHZ CLIENTS CAN BE
INFECTED
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5 GHz Clients: 115

5 GHz
30

B Number of Clients
225

15

7.5
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2.4 GHz Clients: 477

2.4 GHz

160
B Number of Clients

120
80
40
s - ma B -~ J
0 [T [ 13
1 2 3 - 2 3] 7 8 9 10 11
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2.4 GHZ HEALTH RISK
ADVISORY
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THE RULES

For zombie apocalypse survival
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Rule #1

Carry weapons.
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Samurai Swords!
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Crowbars!
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Tools

«Use the right tool for the right job
- Wi-Fi Scanners
- Spectrum Analyzers
-Packet Analyzers
« Virtual RF Planning/Site Survey Tools

«Get training, understand underlying 802.11
«Set them up before you leave!
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frabz.com

Lertifed Wireless hetwork Prafessianal
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o - Y

USE BAND STEE

. ' - _§

Lertifed Wireless hetwork Prafessianal
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Design for Containment

sSet requirements

«Design to requirements
-Reuse channels efficiently
-Minimize co-channel interference

[ st requirements
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Rule #6

Put down easy targets.
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Rule #9

Travel light.

#wifitrek



® CHANNEL

1
2
3
4
5
6
74
8
9
10
11
36
40
44
48
g2
® 24 GHz
-30
-40
-50
-&0
-70
-80
-90
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CHANNEL UTILIZATION

8.3%
8.7%
8.6%
8.9%
10.0%
11.1%
13.9%
16.6%
17.8%
21.1%
27.8%
0.2%
0.0%
0.0%
0.1%

N NoL

14 -48 dBm
4 -72 dBm
1 -76 dBm
1 -76 dBm
0 -76 dBm

17 -52 dBm
1 -69 dBm
2 -72 dBm
3 -54 dBm
1 -77 dBm

14 -44 dBm
0 N/A
0 N/A
3 -86 dBm
0 N/A
n. N/A

® 5 GHz

ZOMBIE DETECTOR

7
16
36
37
26

8
24
36
35
20

PN W = O N

ON-CHANNEL NETWORKS MAX SIGNAL OVERLAPPING NETWORKS MAX OVERLAPPING SIGNAL

-72 dBm
-48 dBm
-48 dBm
-48 dBm
-52 dBm
-54 dBm
-52 dBm
-44 dBm
-44 dBm
-44 dBm
-54 dBm

N/A
-95 dBm
-86 dBm
-86 dBm

NIA

ZOMBIES PRESENT

Yes
Yes
Yes

Yes

Yes

Yes
Yes
Yes
Yes

Yes




Rule #11

Stay quiet.
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RuIe #13

Become one of them




Rule #0

Warn others.
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Educate Others

«SMB, home automation, pro-sumers
- "Worse range”
=" There's no support for it"
- "It's more expensive”

« | each Command-line tools
« [each Layer 1 -> Layer 2 Troubleshooting
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Vendors, join the fight!

« Make it difficult to cause adjacent-channel interference
«Ship with 40 MHz channels disabled
«Encourage users to turn down the transmit power
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Mi-Fi Zombies

«Mi-Fi vendors... seriously!?
«A little common sense in firmware can go
a long way

_ertified Wareless hetwork Frafessiaral
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2.4 GHZ ISN'T DEAD...
IT'S A ZOMBIE.




PLEASE STAND BY
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