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2.4 GHZ IS DEAD.
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■2.4 GHz is tiny compared to 5 GHz

Is 2.4 GHz Really Dead?

*About three 20 MHz channels.
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■Tons of 802.11 congestion
■Tons of non-802.11 congestion

Is 2.4 GHz Really Dead?

Co-Channel Non-Wi-FiAdjacent-Channel
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■RF propagates really well
■That isn’t necessarily a good thing...

Is 2.4 GHz Really Dead?
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2.4 GHz sounds pretty dead.
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2.4 GHz is DEAD
UNDEAD
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2.4 GHz is Undead

■Adjacent-channel interference runs rampant, unchecked
■Legacy data rates and 802.11b protection mechanisms limp 
and crawl

■Screaming, snarling transmit power keeps us on edge
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2.4 GHz is Undead

■Cheap, single-band clients zombies
■IoT IoZ
■RTLS
■SOHO
■P2P, P2MP Links
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A Zombie

■2015 Moto G
■b/g/n only
■No one cares
■Seriously, no one 

cares
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Moar 
Zombies
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Client Devices
Client Devices Raspberry Pi Model A+

Zombie 2x2 b/g/n 
garbage awful ugh 
oh the horror
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Another Zombie

■Raspberry Pi WLAN Adapters
■Mostly 1x1 b/g/n
■Rarely, 2x2 b/g/n
■No dual-band adapters
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5 GHZ CLIENTS CAN BE 
INFECTED
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5 GHz Clients: 115
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2.4 GHz Clients: 477
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2.4 GHZ HEALTH RISK 
ADVISORY
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THE RULES
For zombie apocalypse survival
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Rule #1
Carry weapons.
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Crossbows!
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Samurai Swords!
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Crowbars!
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A piece of chicken…?
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Tools

■Use the right tool for the right job
■Wi-Fi Scanners
■Spectrum Analyzers
■Packet Analyzers
■Virtual RF Planning/Site Survey Tools

■Get training, understand underlying 802.11
■Set them up before you leave!
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Rule #3
Whenever possible, rescue.
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USE BAND STEERING
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SOCIALLY ENGINEERED 
BAND STEERING
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Rule #4
Have a plan.
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Design for Containment 

■Set requirements
■Design to requirements

■Reuse channels efficiently
■Minimize co-channel interference

■Test requirements

1 6 11

11 1 6

1 6 11
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Rule #6
Put down easy targets.
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Rule #9
Travel light.
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ZOMBIE DETECTOR
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Rule #11
Stay quiet.
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Rule #13
Become one of them.
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Rule #0
Warn others.
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Educate Others

■SMB, home automation, pro-sumers
■ “Worse range”
■ “There’s no support for it”
■ “It’s more expensive”

■Teach Command-line tools
■Teach Layer 1 -> Layer 2 Troubleshooting
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Vendors, join the fight!

■ Make it difficult to cause adjacent-channel interference
■Ship with 40 MHz channels disabled
■Encourage users to turn down the transmit power
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Mi-Fi Zombies

■Mi-Fi vendors… seriously!?
■A little common sense in firmware can go 
a long way
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2.4 GHZ ISN’T DEAD…
IT’S A ZOMBIE.
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PLEASE STAND BY


